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ABSTRACT

In this advanced era, public key cryptography is essential in the field
of data communication. The Rivest-Shamir-Adleman (RSA) is regarded
as one of the most powerful algorithms in the public key cryptosystem.
While the original RSA used two prime numbers, p, and q the RSA vari-
ant in this paper used four prime numbers, namely Phony-RSA cryp-
tosystem. The RSA variant with phony modulus intends to prevent the
limitations of an integer factorization attack by increasing the complex-
ity of the factorization process by using a phony public key exponent
and a phony modulus. This work presents successful cryptanalysis of
the said Phony-RSA cryptosystem via elementary mathematical prov-
ing. Furthermore, an algorithm and numerical examples of the crypt-
analysis were elaborated. Based on the result, the RSA variant with
phony modulus is deemed insecure.
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1 INTRODUCTION

Cryptography is the activity and study of encryption and decryption, is also
known as the study of secure communication. According to Stinson (2005)
cryptography’s main objective is to let two parties communicate over an un-
secured channel without enabling third parties to decrypt the original conver-
sation. Cryptography distinguishes between two types of cryptosystems: se-
cret key cryptosystems and public key cryptosystems. According to Lone and
Khalique (2016), the public key is used to encrypt plaintext or verify a digital
signature, whereas the private key is used to decode text or create a digital
signature. Both the sender and receiver must possess the key to carry out
encryption and decryption operations, respectively. According to Aumasson
(2017), cryptography’s primary use is the encryption algorithm. Cryptography
is usually confined to ciphers or techniques that involve the substitution of ex-
tra letters or symbols for the message’s original contentsWong et al. (2015).
Cryptography’s four primary security goals are confidentiality, integrity, au-
thentication, and non-repudiation.

Cryptanalysis is the science of decrypting and reading specific encrypted
communications without permission. Cryptanalysis is the process of decrypt-
ing ciphertext in order to retrieve the plaintext or original text Isa et al. (2019).
According to Holden (2018), cryptanalysis is studying how to read such en-
crypted communications without authorization. Cryptanalysis is the act of
decrypting a cryptosystem in order to recover the plaintext, while cryptog-
raphy is the process of transmitting secret communications through codes and
ciphers. The presence of cryptanalysis enables us to determine the RSA cryp-
tosystem’s security level. Sarbini et al. (2018) stated that the security level of
cryptographic systems is determined by how difficult it is for a cryptanalyst to
uncover plaintext without knowing the key.

Rivest-Shamir-Adleman’s (RSA) cryptosystem is one of the examples of
public-key cryptography. The RSA cryptosystem was introduced in the year
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1977 by Rivest et al. (1978). Cryptography has been a commonly used tech-
nique in communications, networking, and computer security mechanisms.
Susilo et al. (2021) explained that RSA is one of the most common ciphers
used in the Secure Sockets Layer (SSL) or Transport Layer Security (TLS) sys-
tem protocol, which enables the secure transmission of sensitive information
over the internet. According to Raghunandan et al. (2020), the RSA method
entails three processes: key creation, encryption, and decryption.

The RSA algorithm uses two keys: a public key with a modulus of e and a
private key with a modulus of d. Rivest et al. (1978) stated that two numbers e
and d are selected so that ed ≡ 1 (mod φ(N)), where φ(N) = (p−1)(q−1)
is the order of the multiplicative group. The public key exponent is represented
by the integer e, whereas the private key exponent is denoted by the integer
d. The encryption algorithm takes as inputs a message m and a public key
pair (N, e), and outputs ciphertext c ≡ me (mod N). The decryption will
determine the value of m ≡ cd (mod N). For decryption, the ciphertext c
will be used in conjunction with the private key d, with the result being the
message m.

Thangavel et al. (2015) and Al Barazanchi et al. (2019) developed an im-
proved RSA technique that utilizes four prime factors rather than two, increas-
ing the difficulty of finding prime factors. Raghunandan et al. (2019) presented
a novel RSA model by replacing the public key e and private key d with two
additional parameters (f, g) in the key generation method, where f is mul-
tiplied by e and g is the division of d. The modified RSA method is used
to mitigate the Integer Factorization Attack’s vulnerabilities by increasing the
difficulty of factorization by employing a phony (fake) public key exponent f
instead of e and a phony modulus X instead of N .

Raghunandan et al. (2020) stated that the sender sends the fake modulus
f as a public key parameter to encrypt plaintext. From here on, the cryp-
tosystem, as mentioned earlier, will be referred to as the Phony-RSA cryp-
tosystem. Their suggested approach computes modulus N using four prime
integers (p, q, r, s), making it difficult for the intruder to factorize the abbrevi-
ations. The Phony-RSA cryptosystem in detail will be described in Section 2.2.
The RSA cryptosystem with phony modulus was claimed to have better secu-
rity compared to standard RSA. Using more than two keys by the suggested
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method increases the RSA security algorithm proposed by Al Barazanchi et al.
(2019). Al Barazanchi et al. (2019) introduced a phony modulus to address the
weaknesses of the integer factorization attack.

Al Barazanchi et al. (2019) stated that this suggested model has better fac-
toring due to higher prime numbers and large encryption exponents. The RSA
algorithm’s security has been significantly improved due to the twofold en-
cryption and decryption procedure. In terms of privacy, Raghunandan et al.
(2019) claim that the proposed model is superior to the conventional RSA
paradigm. According to the preliminary literature analysis, the RSA with fake
modulus is much more secure than the regular RSA. However, there is a dearth
of security analysis of the RSA using a fake modulus in the literature. As such,
this article will examine the security of the RSA phony modulus and its imple-
mentation.

The following is the outline of the paper. Section 2 describes the back-
ground of the study and works on elementary number theory. Furthermore,
the RSA with phony modulus is presented in this section. Following that,
the methods and numerical examples for the Phony-RSA cryptosystem are
described. Section 3 provides propositional cryptanalysis of the Phony-RSA
cryptosystem. Next, two simulation of numerical examples that illustrates the
successful attacks of the Phony-RSA cryptosystem. Finally, Section 4 brings
the paper to a close.

2 PRELIMINARIES

This section discusses basic number theory and the Phony-RSA cryptosystem
in general. Additionally, the algorithms for the Phony-RSA cryptosystem are
given, along with a numerical example.

2.1 Mathematical Background

To date, one of the most well-known problems in mathematics, especially num-
ber theory, is known as the integer factorization problem, which displays prop-
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erties of a hard cryptographic problem Jin et al. (2013), Sarbini et al. (2018). It
is assumed to be very difficult to solve and is supported by decades of evidence
for its hardness.

Theorem 2.1 (Fundamental Theorem of Arithmetic, Rosen (2011)). Let N ≥
2 be an integer. Then N can be factored as a product of prime numbers

N = pr11 p
r2
2 p

r3
3 . . . prss

where pi are distinct primes and integers ri ≥ 1 for i = 1, 2, · · · , s. More-
over,this expression is unique, regardless of its ordering.

Definition 2.1 (Integer Factorization Problem, Paar and Pelzl (2009)). Let N
be a positive integer. Then, the integer factorization problem (IFP) is de-
fined as the problem to find the prime factorization of N such that, N =
pr11 p

r2
2 p

r3
3 . . . prss where pi are distinct primes and ri ≥ 1.

Definition 2.2 (Euler’s φ Function, Paar and Pelzl (2009)). Let a complete
residue system modulo N is a set of elements {0, 1, · · · , N − 1}. The number
of invertible elements in a complete residue system modulo N is denoted as
φ(N) and is called Euler’s φ Function.

Theorem 2.2 (Rosen (2011)). If N = pr11 p
r2
2 p

r3
3 . . . prss is the prime factoriza-

tion of N , then

φ(N) =

s∏
i=1

pri−1i (pi − 1)

Theorem 2.3 (Fermat–Euler Theorem, Rosen (2011)). Let N and a are co-
prime positive integers and φ(N) is Euler’s φ function. Then for every integer
a, aφ(N) ≡ 1 (mod N).

For most cases in cryptography, the problem is to find the prime factors
p and q from N = pq. Based on Theorem 2.2 and Theorem 2.3, suppose
N = pq. Then φ(N) = (p−1)(q−1) and for every integer a, a(p−1)(q−1) ≡ 1
(mod N) such that gcd(a,N) = 1 (Isa et al., 2019).
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2.2 RSA Variant with Phony Modulus

This section elaborate the new RSA variants with phony modulus in the form
of three important parts, which are key generation, encryption, and decryption.
The inputs for the key generation algorithm are the size of k of the security and
the output are the phony public key f , phony private key g, and phony modulus
X . The key generation algorithm’s stages are as follows.

Algorithm 1 Phony-RSA Key Generation
Input: Four distinct primes numbers p, q, r, s.
Output: Phony public key pair (X, f) and private key g.

1: Choose four distinct primes numbers p, q, r, s.
2: Compute N = pqrs and φ(N) = (p–1)(q–1)(r–1)(s–1).
3: Choose e such that 3 ≤ e ≤ φ(N) and gcd(e, φ(N)) = 1.
4: Compute d such that ed ≡ 1 (mod φ(N)).
5: Compute integer K that satisfies equation d ≡ 0 (mod K).
6: Calculate f and g where f = eK and g = d

K respectively.
7: Find an integer prime number X , that satisfies the equation ed ≡ 1

(mod φ(X)), where X > N .
8: Phony public key pair (X, f) and private key g.

The inputs for the encryption algorithm are plaintext m, phony public key
(X, f) and the output is ciphertext c. The following are the steps of the en-
cryption algorithm.

Algorithm 2 Phony-RSA Encryption

Input: Public key pairs (X, f)
Output: Ciphertext c.

1: Choose integer 0 < m < X .
2: Compute c ≡ mf (mod X).
3: Return the ciphertext c.

The inputs for the decryption algorithm are ciphertext c, phony private
key g and the output is the message m. The following are the steps of the
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decryption algorithm.

Algorithm 3 Phony-RSA Decryption
Input: Public key X , private key g and the ciphertext c.
Output: The message m.

1: Compute m ≡ cg (mod X).
2: Return the message m.

The following numerical example illustrate the working flow of Phony-
RSA cryptosystem algorithm which strictly follows Raghunandan et al. (2019).
In the following steps, choose four distinct prime numbers p = 37, q =
41, r = 47, s = 59. Compute N = pqrs, hence N = 4206641. Ob-
tain φ(N) = 3841920 by using Euler’s Totient equation where φ(N) =
(p–1)(q–1)(r–1)(s–1). Find a public key exponent e such that gcd(e, 3841920) =
1 where 1 < e < φ(N), thus e = 2477. Find private key d such that
2477d ≡ 1 (mod 3841920), hence the value of d = 1693733. Compute inte-
ger K that satisfies equation d ≡ 0 (mod K), thus K = 163. Phony public
key f obtained by using equation f = eK, so f = 403751. Phony private key
g using equation g = d

k , hence the value g = 10391. Obtained phony modulus
X = 15200641 that satisfies equation ed ≡ 1 (mod φ(X)) where X > N .

The new parameters so called phony public keys (X = 15200641, f =
403751) is published to the sender and the new phony private key g = 10391
must be kept secret. Let m = 123 be the message, then the sender encrypt
m into a ciphertext using equation c ≡ mf (mod X), hence obtained cipher
value is c = 4004719. Recipients convert ciphertext into the message back
using the equation m ≡ cg (mod X).

3 RESULTS AND DISCUSSION

This section demonstrates how to cryptanalysis the Phony-RSA cryptosystem
proposed by Raghunandan et al. (2019). In addition, with a numerical exam-
ple, this section provides a practical cryptanalysis technique to the Phony-RSA
cryptosystem.
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3.1 Cryptanalysis of the Phony-RSA cryptosystem

Raghunandan et al. (2019) presented the Phony-RSA cryptosystem, which is
a modified RSA cryptosystem. This section will explain why, when the phony
modulus X is taken into account, the Phony-RSA cryptosystem becomes in-
secure and easily decrypted. Proposition 3.1 presents the cryptanalysis of the
Phony-RSA cryptosystem by manipulating Theorem 2.2 and Theorem 2.3 as
follows.

Proposition 3.1. Let (X, f) and (X, g) be denoted as phony public key and
phony private key counterparts of the Phony-RSA modulus, respectively. For
any messagem such that 0 < m < X and for g′ such that fg′ ≡ 1 (mod φ(X)),
then m ≡ cg′ (mod X).

Proof. Assume that (X, f) and (X, g) are phony public key and phony pri-
vate key counterparts of the Phony-RSA modulus, respectively. Since X is
a prime number, therefore, from Theorem 2.2 shows that φ(X) can be eas-
ily obtained by computing φ(X) = X − 1. Next, there exists an integer g′

such that g′ ≡ f–1 (mod φ(X)) satisfying fg′ ≡ 1 (mod φ(X)). Thus, the
congruence relation can be written as fg′ = 1 + φ(X)t for some integer t.
Since the integer m is restricted in the interval (0, X) and X is a prime num-
ber, hence gcd(m,X) = 1 holds. Thus, by Theorem 2.3, the message m of
the Phony-RSA ciphertext can be recovered using

cg
′ ≡ mfg′ ≡ m1+φ(X)t ≡ m1mφ(X)t ≡ m (mod X).

�

Hence given only the parameter of X, f and its ciphertext c, the above
result shows that any message m such that 0 < m < X , can be easily ob-
tained by using the phony private-key g′ from Proposition 3.1. As a result, the
Phony-RSA cryptosystem is insecure. The following algorithm can be used to
cryptanalysis the Phony-RSA cryptosystem.
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Algorithm 4 Cryptanalysis of Phony-RSA cryptosystem based on Proposition
3.1.
Input: A public key pairs (X, f, c)
Output: The message m.

1: Compute φ(X) = X–1.
2: Compute g′ ≡ f–1 (mod φ(X)).
3: Compute m ≡ cg′ (mod X).
4: Return the message m.

It should be noted that the stages in the cryptanalysis the Algorithm 4 can
decrypt the Phony-RSA cryptosystem in linear time to obtain the message m,
which can be solved using only the public key (X, f) and its corresponding
ciphertext c values. As a result, the security level of the Phony-RSA cryp-
tosystem is deemed insecure. The successful attacks on the toy instances de-
scribed in Section 2 utilising Proposition 3.1 will be discussed in the following
subsections.

3.2 Simulated Attacks

Two successful cryptanalyses of the Phony-RSA cryptosystem are reported in
this section. The following is a toy example that was directly duplicated from
Raghunandan et al. (2019) and yielded the following parameters.

Phony Public keys X = 3361, f = 517

Phony Private keys N = 1155, e = 47, d = 143, g = 13,K = 11

Message m = 123

Ciphertext c = 504

Table 1: Parameters of relevance as shown in Raghunandan et al.
(2019)

Successful Attack 1: Now, the following steps will illustrate the attack
using Algorithm 4 to obtain m easily without the need to obtain all the private
keys e, d,K, nor the need to obtain all the prime factors of modulus N . Since
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(X, f) are the phony public keys, assume that the values of phony public key
are (3361, 517). Following that, calculate φ(X) = X − 1 = 3360. Given
that f = 517 is publicly accessible, determining the secret value g′ = 13
is straightforward. g′ ≡ f−1 (mod φ(X)). Finally, determine the intended
message m by computing cg

′ ≡ 50413 ≡ 123 (mod 3361).

Next, the following is another simulated attack on the numerical example
given in Section 2.2. Let all the phony public keys and private keys as follows.

Phony Public keys X = 15200641, f = 4037511

Private keys
N = 4206641, e = 2477, d = 1693733,

g = 10391,K = 163

Message m = 123

Ciphertext c = 4004719

Table 2: Parameters of relevance as shown in Section 2.2

Successful Attack 2: Now, the following steps will illustrate the attack
using Algorithm 4 to obtain m easily without the need to obtain all the pri-
vate keys e, d,K, nor the need to obtain all the prime factors of modulus
N . Let (X = 15200641, f = 4037511) are the phony public keys. Fol-
lowing that, calculate φ(X) = 15200640 and determining the secret value
g′ ≡ f−1 ≡ 10391 (mod φ(X)). Finally, determine the intended message m
by computing cg

′ ≡ 123 (mod 15200641).

4 CONCLUSION

According to the Proposition 3.1 and Algorithm 4, the cryptanalysis of the
Phony-RSA Cryptosystem proposed by Raghunandan et al. (2019) is linear in
running time. Using the Phony public key parameter X, f and the ciphertext
c, the alternative phony private-key g′ can be computed, and thus the message
m can be easily obtained. Our simple cryptanalysis exposes the security level
RSA variant with phony modulus, resulting in a total break. As a result, brute
force is not required to break the RSA variant with a phony modulus cryp-
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tosystem. To summarize, the security level of the Phony-RSA Cryptosystem
has been determined to be no better than that of the original RSA cryptosystem.
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