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ABSTRACT

Random numbers are at the heart of modern cryptography, and hav-
ing access to a source of randomness is crucial for information security.
Tests for randomness determine whether a data set has a recognizable
pattern which indicates that it is significantly non-random. However,
the randomness test is very time consuming which requires a large file
size of data to be tested. Also, the randomness test requires a repeated
process for a different types of tests. In this research paper, we intro-
duced a cryptographic evaluation tool to evaluate the randomness of a
cryptographic algorithm. This tool is an extended work done on the
NIST Statistical Test Suite which is the most popular statistical test for
the evaluation of the quality of random number generators. All of the
results from each of the 15 tests in the test suite are compiled and an-
alyzed simultaneously. The proposed tool finally generated a complete
randomness evaluation report which provides a conclusion to indicate
whether the tested cryptographic algorithm passes or fails each test. It
took about three hours to produce a complete analysis report compared
to eight hours using a conventional method. With the presence of this
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tool, the process of evaluating the randomness of a cryptographic algo-
rithm is simplified and automated which resulted in reducing the evalu-
ation timeframe.

Keywords: Cryptography, Randomness, Statistical Analysis, NIST Sta-
tistical Test Suite, Automated Report

1 INTRODUCTION

The need for random and pseudorandom numbers arises in many cryptographic
applications. The randomness of the cryptographic algorithm signicantly inu-
ences the security of any cryptographic systems (Chen et al., 2015). For exam-
ple, common cryptosystems employ keys that must be generated in a random
fashion. Many cryptographic protocols also require random or pseudorandom
inputs at various points, for example, auxiliary quantities used in generating
digital signatures, or for generating challenges in authentication protocols.

Random sequences or random numbers can be generated from true ran-
dom sources, such as air particles, atmospheric noise and radioactive decay
(Doganaksoy et al., 2015). However, implementation of these sources in a
cryptographic algorithm is unpractical. Cryptographic algorithm supposed to
produce more random sequences than true random sources to avoid statisti-
cal analysis that can defeat the cryptographic system. Randomness can be
measured by statistical tests and hence security evaluation of a cryptographic
algorithm deeply depends on statistical randomness tests.

NIST Statistical Test Suite (Rukhin et al., 2001, Zhu et al., 2016) is the
most popular statistical tests for evaluation of the quality of random number
generators. This test suite includes 15 different tests which must be passed by
the tested cryptographic algorithm. Should the algorithm have failed any of
the tests, it is considered failed the NIST test and declared as non-random.

NIST Statistical Test Suite allows users to process a large file size for ran-
domness test (Suciu et al., 2010a). However, a complete calculation of the
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randomness test for a large amount of data is very time consuming (Dabal and
Pelka, 2012). CyberSecurity Malaysia as the main cryptographic algorithm
evaluator in Malaysia, has been experiencing evaluating a large number of
samples using the NIST Statistical Test Suite. For 1,000 test samples, it takes
about three hours to run the NIST Statistical Test Suite. Approximately 1GB
of text files size or equivalent to one billion bits that need to be processed by
the test suite.

Cryptography Development Department has proposed a cryptographic ran-
domness evaluation tool namely CSM Randomness Test Tool. This develop-
ment is inspired by our routine work as a cryptographic module evaluator in
CyberSecurity Malaysia. There are three objectives of this project which are
(1) to run randomness test in one platform, (2) to reduce evaluation time frame,
and (3) to generate a complete evaluation report automatically.

The organization of this paper is divided into six sections. Section 2 de-
scribes statistical analysis packages focusing on the NIST Statistical Test Suite
and previous works done on this package. Section 3 presents common prac-
tice for randomness evaluation. Section 4 introduces the proposed randomness
evaluation tool. Section 6 demonstrates the time performance analysis of the
proposed randomness evaluation tool. Finally, section 7 points out the conclu-
sion and future works of this research.

2 STATISTICAL ANALYSIS PACKAGES

There have existed many approaches in evaluating cryptographic algorithm,
and among these, the randomness testing has been identified to be very impor-
tant. Therefore, when designing a cryptographic algorithm, it is vital to make
sure that the ciphertext produce from this algorithm must be random. To deter-
mine whether the tested algorithm fulfills this requirement, randomness testing
using statistical analysis can be applied. Apart from the NIST Statistical Test
Suite, there are other statistical analysis packages that can be used to evaluate
the randomness of a cryptographic algorithm.
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Knuth (2014) describes eleven statistical tests in his book. The eleven
tests are Frequency Test, Serial Test, Gap Test, Poker Test, Coupon Collec-
tor’s Test, Permutation Test, Ryun Test, Maximum-of-t Test, Collision Test,
Birthday Spacing Test and Serial Correlation Test.

Crypt-XS suite of statistical test (Caelli et al., 1992) was developed by
researchers at the Information Security Research Centre at the Queensland
University of Technology in Australia. Seven tests included in this analysis
package namely: Frequency Test, Binary Derivative Test, Change Point Test,
Runs Test, Sequence Complexity Test and Linear Complexity Test.

Marsaglia’s DIEHARD (Marsaglia, 2008) is the oldest and most well-
known test suite. This test suite contains eighteen tests namely: Birthday Spac-
ing Test, Overlapping 5-Permutation Test, Binary Rank Test for 31 X 31, 32
X 32 and 6 X 8 matrices, Bit Stream Test, Overlapping-Pair-Sparse-Occupancy
(OPSO) Test, Overlapping-Quadruples-Sparse-Occupancy (OQSO) Test, DNA
Test, Count-The-1’s Test in a stream bytes and in specific bytes, Parking Lot
Test, Minimum Distance Test, 3D Sphere Test, Squeeze Test, Overlapping
Sums Test, Runs Test and Craps Test.

DIEHARDER (Brown et al., 2013) Battery of Test is a test suite devel-
oped by Robert G. Brown in 2004, which comprises all eighteen tests from
DIEHARD Battery of Test, three tests from the NIST Statistical Test Suite
(Frequency Test, Runs Test and Serial Test), and several other test (RGB Bit
Distance Test, RGB minimum Distance Test, RGB Permutations Test, RGB
Lagged Sum Test and KS Test Test) in a single package. It fixes several prob-
lems with the Diehard package and uses the GNU Scientific Library interface.

After reviewing many possible randomness testing tools available, NIST
Statistical Test Suite is contemplated to be a reliable tool to perform random-
ness tests in this work. This test package is presented in a simple GUI that
permits the user to select or re-select the set of statistical tests to be executed
(Abdullah et al., 2015). Although DIEHARDER Battery of Test covers a wider
aspect of randomness, tests in the NIST Statistical Test Suite are sufficient as it
focuses on a variety of different types of non-randomness that could exist in a
sequence. Detail description of NIST Statistical Test Suite is presented in next
section.
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(a) NIST Statistical Test Suite

The NIST Statistical Test Suite is a statistical package that was developed
by National Institute of Standards and Technology (NIST) to test the ran-
domness of binary sequences produced by either hardware or software based
cryptographic random or pseudorandom number generators (Rukhin et al.,
2001). This statistical package focuses on a variety of different types of non-
randomness that could exist in a sequence. The NIST Statistical Test Suite
consists of fifteen tests which are separated into two categories (Lot et al.,
2014). Eight tests categorize as Non-Parameterized Test Selection does not
require users to enter any parameter in obtaining the p-values for each test,
whereas the other seven tests categorized as the Parameterized Test Selection
requires users to define one or two parameter value(s). All fifteen tests are
divided according to their category as per listed in Table 1 .

Test Non-Parameterized Test Test Parameterized Test
No. Selection No. Selection
1 | Frequency Test 9 | Block Frequency Test
2 | Runs Test 10 | Non-Overlapping Templates Test
3 | Longest Runs of Ones Test 11 | Overlapping Template Test
4 | Random Excursion Variant Test | 12 | Serial Test
5 | Random Excursion Test 13 | Approximate Entropy Test
6 | Binary Matrix Rank Test 14 | Maurer’s Universal Test
7 | Spectral Discrete Fourier 15 | Linear Complexity Test
Transform (DFT) Test
8 Cumulative Sums (Forward
/Reverse) Test

Table 1: 15 NIST Statistical Tests. Inputs are required for parameter-
ized test selection, and it is suggested to follow the recommendation
from NIST.

When conducting randomness testing using the NIST Statistical Test Suite,
a statistical test is formulated to test a specific null hypothesis (HO), where the
sequence being tested is random (Suresh et al., 2013). To relate with this null
hypothesis is the alternative hypothesis (Ha), where the sequence being tested
is non-random. A test statistic value is computed on the sequence being tested
and is then compared to the critical value, where a critical value is a relevant
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randomness statistic computed by mathematical methods chosen and used to
determine the acceptance or rejection of the null hypothesis. If the test statistic
value exceeds the critical value, the null hypothesis for randomness is rejected.
Otherwise, the null hypothesis is accepted.

The level of significance denoted as «, of a test is the probability that the
test statistic will reject the null hypothesis. NIST recommended o = 0.001
(0.1%) when describing all tests in the statistical test suite (Rukhin et al.,
2001). The test statistic value is used to calculate a probability value denoted
as p-value to determine the randomness of a sequence. If the p-value > o =
p-value > 0.001, then the null hypothesis is accepted. This means that the
sequence tested appears to be random with a confidence level of 99.9 %. If
the p-value < a = p-value < 0.001, then the null hypothesis is rejected. This
means that the sequence tested appears to be nonrandom with a confidence
level of 99.9 %.

To summarize this section, Table 2 presents the minimum number of bits
required for each test as recommended by NIST (Zawawi et al., 2013). Since
the requirement for a cryptographic algorithm to pass the randomness test is
to pass all 15 statistical tests, it is recommended that users provide a mini-
mum of 1,000,000 bits test samples so that all test fulfilled the minimum bits
requirements and can be tested simultaneously.
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1 | Frequency Test n>100

2 Runs Test n>100

3 Longest Runs of Ones Test n>128

4 | Random Excursion Variant Test n> 1,000,000
5 | Random Excursion Test n> 1,000,000
6 Binary Matrix Rank Test n>38,912

7 | Spectral Discrete Fourier Transform (DFT) Test | n> 1,000

8 | Cumulative Sums iFonNard /Reversei Test n>100

9 Block Frequency Test n>100

10 | Non-Overlapping Templates Test Not specified
11 | Overlapping Template Test n> 1,000,000
12 | Serial Test Not specified
13 | Approximate Entropy Test Not specified
14 | Maurer’s Universal Test n > 387,480
15 | Linear Complexity Test n > 1,000,000

Table 2: Minimum bits required for each test. A minimum of 1,000,000
bits of test samples is sufficient and fulfilled the requirement for all tests.

Table 3 presents the number of p-values produced by each test on a single

test sample and its number of rejection allowed for 1,000 test samples.

58

International Journal of Cryptology Research



Enhanced Statistical Analysis Evaluation Using CSM Randomness Test Tool

"I:leos.t Non-Parameterized Test Selection N\?a'lzl;s' R e?gg'g on
1 Frequency Test 1 3
2 Runs Test 1 3
3 Longest Runs of Ones Test 1 3
4 | Random Excursion Variant Test 18 30
5 Random Excursion Test 8 16
6 | Binary Matrix Rank Test 1 3
7 | Spectral Discrete Fourier Transform (DFT) Test 1 3
8 | Cumulative Sums (Forward /Reverse) Test 2 3

Le;t Parameterized Test Selection N\?Aﬁif' R e?/elgg on

9 | Block Frequency Test 1 3

10 | Non-Overlapping Templates Test 148 184

11 | Overlapping Template Test 1 3

12 | Serial Test 2 3

13 | Approximate Entropy Test 1 3

14 | Maurer’s Universal Test 1 3

15 | Linear Complexity Test 1 3

Table 3: Breakdown of the 188 p-values obtained by testing a single bi-

nary sequence. Test exceeds the maximum rejection number is consider
failed.

(b) Previous Works on NIST Statistical Test Suite

The NIST Statistical Test Suite is the most used statistical analysis package
where the users are from different background such as student, researcher, an-
alyst and developer (Rukhin et al., 2001, Zhu et al., 2016). Its simplicity, and
user-friendliness are the main factor of the increasing number of users choos-
ing this tool over other statistical analysis packages. Therefore, a number of
improvements have been proposed over the years to improve the performance
of this tool so that the cryptographic algorithm evaluation process can be much
easier and faster.

Suciu et al. (2010a) proposed a performance efficient version of the NIST
statistical test suite for random and pseudorandom number generators based
on a paradigm shift towards byte stream processing mode inside the tests. The
research work presented the improvements applied to the NIST statistical test
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suite for assessing the quality of random number generators and to emphasize
the efficiency of the improved version displaying the benchmark results that
demonstrate significant performance improvements. The results show that the
execution time was reduced up to approximately fourteen times on the average
for the described system.

Suciu et al. (2010b) presents the results on improving the NIST Statisti-
cal Test Suite by introducing parallelism and a paradigm shift towards byte
processing delivering a design that is more suitable for todays multicore ar-
chitectures. There is a stringent need for providing highly efficient statistical
tests by improving and parallelizing the NIST test suite intends to fill this need.
The results produced proves that the execution time using the proposed method
being reduced up to 103 times compared to the original version provided by
NIST.

Suciu et al. (2009) aimed at adapting GPGPU for several algorithms used
for statistical testing of random and pseudorandom number sequences, based
on the tests described in the NIST statistical test suite. The proposed method
obtained a great speedup in comparison with existing implementation, up to
31.43 times faster. In more recent experiments show that this speedup can be
increased up to 219.33 times faster using a CUDA based approach.

Chen et al. (2015) proposed a scheme to optimize the efciency of NIST
Statistical Test Suite, that is, provide an optimized order of the tests in the
test suite, so that an unqualied sequence can be rejected as early as possible.
Evaluation results indicate that the optimized order improves the testing ef-
ciency by 33% in comparison with the original version of the test suite, and
also approaches the optimum among all the possible orders. In conclusion, the
optimization scheme provides a fast-implemented method to achieve the most
optimal speed for on-the-y tests.

Previous works on NIST Statistical Test Suite are mainly focusing on re-
ducing the execution time of the tool as discussed above. However, this paper
is focusing on different improvement of the statistical analysis package which
is to simplified randomness evaluation process for a cryptographic algorithm.
The proposed work is using the original package that is available on NIST
website and extended the work to give a better experience for users to evaluate
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any cryptographic algorithm in a much simpler way. The idea of this proposed
work is to skip the analysis part and reporting process so that everyone that
does not have knowledge of cryptographic evaluation can test users algorithm
themselves without hassle.

3 RANDOMNESS EVALUATION PRACTICE

This section describes the overall process of cryptographic algorithm random-
ness evaluation as illustrated in Figure 1. The first phase starts with the prepa-
ration of samples by the cryptographic algorithm developer. Preparation of
samples must align with the type of algorithm desired to be tested such as
stream cipher, block cipher, and pseudorandom number generator. For stream
cipher and pseudorandom number generator algorithm, only one set of 1,000
keystream or samples is required. Meanwhile, the block cipher algorithm re-
quires nine sets of 1,000 samples that represent nine data categories (Abdullah
et al., 2011) which are the NIST requirements for block cipher test.

Phase 1:

p-valuefrom 15

NIST statistical tests i l
_____________________________________________________________ 1

Phase 3: Step 1: Calculate Step 2: Calculate Step3:

! 1
'
I i Output1: |
i1 Start > Received 1,000 - =% Keystream#.tx |
| keystream from client '
'
] A i
: Phase 2: Step1: Step 2: Step 3: |
| Apply randomnesstest - - — 5  RunStsGuiMFC ——» Selectinput File: 5  Selectinput mode: H
: 0 1,000 keystream Application Keystream#. txt Bits in ASCIf format I
| Select Test Mode: :
: Regenerate I
' i
1
' Step5: i
| L, Enter parameter for Parameterized Test Selection: !
! 257 Block Frequency: Block Length = 20,000 |
' Enter Number of keystream generated : |
I Overlapping Templates: Template Length = 10 Stepa:
= 1,000 -— : -— '
! y Non-Overlapping Templates: Template Length =10 Select: To perform all test I
1 Enter Length of bit stream Z i
i el b Serial: Block Length=2 !
: ks Approximate Entropy: Block Length=2 1
| ) Linear Complexity: Block Length = 2,000 |
| Output2: !
1
'
'
1
'
'
I

Determine randomness ~ + -» Maximumrejectionrate L, rejectionratefor  —» Compare results in Step 1
of all 1,000 keystream EaztlanIET e sodel Algorithm_A andStep2
tests (a) Algorithm_A xlsx Algorithm_A xlsx

Algorithm_A.xlsx

Output3:
Random/ Non-random

Testing phases
Testing steps
Output

Figure 1: Process for Cryptographic Algorithm Randomness Evalua-
tion.
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4

| | sampel.txt - Notepad o |G g

File Edit Format View Help
00111101111100011011011110000110000110C

010111101011100100001101000001010101101
111111100000000100010010010101001111101
010011110010011101011100000010010000111
111111111010111100010011101110100011111
000111100100110001001111111101111001111
001011001100001011000000100000100110111
10111100111000101000111011011000110111C
01011101010111001101000100001101010111C
11101101110111101101111000110110011011C
11011100001100100011000001100011100111C
01111100001100000110111100001010001111C
10001101100111100010001111011101100011C
00111111001111100010110010000100111111C
000111110010000011110010101100010101111
111011101100100010111101111011101110111
011111100100101010110010001111110101111
110111111110010011101100010100100001111 _

] b

Figure 2: Run NIST Randomness Test. The Statistical test suite is
available online from the NIST website. Command Prompt interacts
with the user through a command-line interface in order to run the tests.

In Phase 2, NIST Statistical Test Suite is used by the evaluator to test the
randomness of the test samples that have been received from the developer in
phase 1. Upon execution of the test suite, as shown in Figure 2, the developer
requires to select the input file, input mode, test mode, and test to be performed.
In the parameterized test selection, parameters of each test are required to be
entered, as well as the number of keystreams generated and the length of the bit
stream. 15 different text files are generated from the test suite which contains
the p-values of each test as shown in Figure 3.

The analysis part of the generated p-values takes place in Phase 3. Firstly,
the maximum rejection rate based on NIST Statistical Tests were calculated.
Secondly, the rejected or failed samples are identified and summed up. Finally,
compare the total number of rejected samples to the number of maximum re-
jection rate. If the rejected samples exceed the maximum rejection, the test is
considered failed. Thus, the algorithm is declared as non-random according
to NIST Statistical Test Suite. This is results the will be reported in the ran-
domness evaluation report which will be prepared manually by the evaluator
as shown in Figure 4.
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Figure 3: Results Analysis Process. Results from each of the tests are
required to be analyzed separately to determine whether it passed or

failed.

A4 mESULTS

4.1 Randomness Testng Ressh

Table 2 summarizes the analysis result gathered for PUYUH2014 Stream Cipher
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resultis faled.
Tabi 5 rate casuis for 14 Straam Ciphar sigorimm
= Wumber of
£ Tests Maximam
2 Rejectinn
K] Frequancy 3 o Paread
H Rans : 3 Fassed
& ngest Rums of
o | LeneuRunia 3 ' Fassed
2 Spactral DFT 3 1 Pasied
H Formard 3 [] Passed
t OIS S [ paverse 3 v Paszed
e - B —
§  [Random Excursion n 7 Fasied
= [Snary awix Rank 3 [ Passed
Tiock Freauency T Faried
Non-Overlagpin T84 14z Paszed
Gvariagping Passed
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5 CONCLUSION

One of the most importam requirements when designing a cryptographic
algorithm i5 the proparty that the keystream ciphartext will be uniformly
distributed should all of the plaintext used during encryption are diffarert

e ic algorith . e

wastad algorithm fulfils this requirement and it is also used for security
eusluation purposes. The randomnes: of the keystream produced from
PUYUHZ2014 Stream Cipher algorithm has been tested using this analysis.
Conclusively, based on the results obuined from Table 2 in Section 4.1.
PUYUHZ014 Straam Ciphar algorithm pas sed sl the 15 tasts in NIST Stastical Tast
Suite Tharatora, it can ba coneludad st PUYLH2014 Sraam Ciphar sigarithm i1

random bazes o 0.1% significance leval and for | 000 keystraam ganerate

Figure 4: Writing Report Process. The results obtained from the anal-
ysis process is transformed into a report to provide the overview of ran-
domness tests on a cryptographic algorithm.
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4 PROPOSED WORK

This project proposed a new cryptographic tool to evaluate randomness of bi-
nary sequences produced by either hardware or software based cryptographic
random or pseudorandom number generators. The original statistical test pack-
age that was developed by the National Institute of Standards and Technology
(NIST) focuses on a variety of different types of non-randomness that could
exist in a sequence. Cryptography Development Department has developed a
cryptographic randomness evaluation tool namely CSM Randomness Test Tool
(CRTT) as an extended work from the NIST statistical test package that able
to produce a complete randomness test report. This development is inspired
by our routine work as a cryptographic module evaluator in CyberSecurity
Malaysia.

The proposed tool will assist cryptography analyst to evaluate the random-
ness of a cryptographic algorithm and facilitate them to produce a complete
analysis report within a short time. CRTT development process follows the
flow in Figure 5. Study on randomness properties had been conducted dur-
ing the literature review before the development of this evaluation tool started.
The 15 tests that were developed by NIST to test the randomness of a cryp-
tographic algorithm were studied in detail to ensure the tool can accurately
evaluate the randomness properties of an algorithm. Inaccurate research may
lead to inaccurate analysis report produced.

The graphical user interface of this tool was designed to fit users require-
ments specification so that it can be operated as simple as possible because
we have to consider our potential users that might come from different back-
ground. Our aim was to develop a user-friendly evaluation tool so that ev-
erybody can operate this tool without hassle. The interface of this tool was
developed using the Ext-JS framework which can be viewed in Figure 7 to
Figure 10.

CRTT is a web-based application which has been developed using Ubuntu
as the platform and Apache as the server. The code of this application was
written in C and Perl programming language. Programming skill is very cru-
cial where cryptography analyst needs to construct complicated mathematical
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User
Requirements sLiterature Review
Specification *User's Requirement
(URS) *Graphical User Interface
Programming *15 NIST Statical Tests '
*Results Analysis
*Report Template
Testing *User Acceptance Test (UAT)
*Full Analysis Report Generation

Figure 5: CRTT Development Process. URS describes the users re-
quirement, statistical tests implementation, and the interface of CRTT.
Programming process manages the randomness using codes from run-
ning the test to produce the final results. Testing process confirmed the
execution of CRTT works well as required.
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formula coding that will produce the desired testing result. In the programming
process, results obtained from the 15 NIST Statistical Test Suite were compiled
and analyzed automatically. Compared to manual testing on randomness, an
analyst is required to analyze the raw results separately which takes a lot of
time in order to obtain the final results. Each program has to be repeatedly run
to make sure it will consistently produce results as expected.

Report templates for each test module were prepared to help cryptography
analysts or users in producing a complete analysis report as shown in Figure
6. The report templates are containing each tests module process flowchart,
definition, result, conclusion, and reference. Users need to provide a sample
file, the name of the algorithm and choose test option. Within a short period
of time, the randomness evaluation analysis report is ready to be presented as
shown in Figure 11.

Start
l CSM
Data —— Randomness ——» Report
Test Tool l
End

Figure 6: Randomness Evaluation Process Using CRTT. Would be
much simpler and save a lot of time.
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CDD Test Suite

S-Box Randomness

Main New Project >

New Project

Algorithm name:  Demo
Algorithm Type Block Cipher
() Stream Cipher

(@) Pseudo Random Number Generator

Figure 7: New Project Page. Name of the algorithm is entered, and
algorithm type is ticked. The user requires to upload the test sample
file. Add project when all the details are entered.
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AcpeamateErbepy
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Figure 8: Project Detail Page. Tick on the desired statistical test and

enter the parameters for parameterized test selection.
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Figure 9: Queue Progress Page. Different icons appeared beside each
test indicates that the test is either in queue, on-going or completed.
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Figure 10: Recent Project Page. All of the tested projects are listed on
this page. Click result button to view full randomness evaluation report
of the cryptographic algorithm.
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LA WL =] ] + & 4

1. EXECUTIVE SUMMARY
Product Name : Keystreamt
Assessment Date : 2015-12-10T07 10063

Assessment Type:
To detemine the randormess of keysiieam praduced 1o KeysTeam Stiea Cigher agorthm usng CSN
Randomness Test Tool

Assessment result

Keysireami Sire; rim passed 14 out of 15 fes's in CSM Randomness Test Tool. Based on s
ooservatian, I ‘et Ml Keysirean! Steam Cipher agorihe s not random tased on 0.1%
sinficance evel and for 1,000 keysiream penerated.

2, METHODOLOGY

21 Randomness Testing

54 Randomness Test Tool is 3 staisbcal package to fest the randomness of binary sequences produced by
eilher hardware or sofluare based eryplographic rnsom of pseudorandom number generalrs. Alhough there
has many stais ages existed 10 determine 1he randomness of binary sequences, this packags i
selecied beczuse Il was used for the evalualion of AES candidales which covers 3 ide range of randomness
characterstes.

The CSM Randonness Tes! Tool consisks of fMlaen lypes of lests which are separated into ben calegories.
Eight tests are calegorizes s Non-Parameterized Test Selection, seven tests are categorzed as te

Figure 11: Randomness Evaluation Report. The results of the tested
cryptographic algorithm are presented in this report.

S CONFORMANCE ANALYSIS

Conformance testing assures that an implementation of a cryptographic mech-
anism is correct whether implemented in hardware, software or firmware. It
also confirms that it runs correctly in a specific operating environment. Test-
ing can consist of known-answer or Monte Carlo testing, or a combination of
test methods. The testing can be performed on the actual implementation or
modelled in a simulation environment. Thus, we implemented a conformance
analysis to compare the testing tools implementation to make sure that all tests
in the system are correct.

Table 4 shows ten randomness test results of the Grain-128 algorithm (Lot
et al., 2014) produced using the NIST Statistical Test Suite compares to CRTT.
We only display ten tests that produced one p-value for each test sample. The
other tests that produced more than one p-value which are not displayed in
the table are the Random Excursion Variant (Test 4; 18 p-values), Random
Excursion (Test 5; 8 p-values), Cumulative Sums (Test 8; 2 p-values), Non-
Overlapping Template (Test 10; 148 p-values), and Serial (Test 12; 2 p-values).
Results produced by NIST and CRTT show similar output which confirms that
CRTT implementation is correct and accurate.
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Test Sample

No. | " "1 23 4687 ]8][09]10
NIST | 06542 | 02510 | 0.9968 | 0.3271 | 0.8415 | 0.0649 | 0.7054 | 0.4990 | 0.2027 | 0.2748

1 CRTT | 06542 | 02510 | 0.9968 | 0.3271 | 0.8415 | 0.0649 | 0.7054 | 0.4990 | 0.2027 | 0.2748
NIST | 05457 | 03717 | 0.0615 | 0.6433 | 0.1178 | 0.1158 | 0.7719 | 0.1475 | 0.1177 | 0.9895

2 CRTT | 05457 | 03717 | 0.0615 | 0.6433 | 0.1178 | 0.1158 | 0.7719 | 0.1475 | 0.1177 | 0.9895
NIST | 02829 | 03326 | 0.1321 | 0.2402 | 0.5568 | 0.6708 | 0.4753 | 0.3359 | 0.0077 | 0.1347

3 CRTT | 02829 | 03326 | 0.1321 | 0.2402 | 05568 | 0.6708 | 0.4753 | 0.3359 | 0.0077 | 0.1347
NIST | 01790 | 00796 | 0.1521 | 0.3836 | 0.7275 | 0.4122 | 0.0093 | 0.8283 | 0.2481 | 0.1012

6 CRTT | 01790 | 00796 | 0.1521 | 0.3836 | 0.7275 | 0.4122 | 0.0093 | 0.8283 | 0.2481 | 0.1012
NIST | 05549 | 09173 | 05248 | 0.9586 | 0.3177 | 0.2757 | 0.7212 | 0.0361 | 0.4875 | 0.3740

7 CRTT | 05549 | 09173 | 05248 | 0.9586 | 0.3177 | 0.2757 | 0.7212 | 0.0361 | 0.4875 | 0.3740
NIST | 01716 | 07252 | 0.9877 | 0.6455 | 0.8913 | 0.3089 | 0.4461 | 0.5638 | 0.5707 | 0.4994

9 CRTT | 01716 | 07252 | 0.9877 | 0.6455 | 0.8913 | 0.3089 | 0.4461 | 0.5638 | 0.5707 | 0.4994
NIST | 03351 | 02068 | 0.6114 | 0.1770 | 0.4020 | 0.7958 | 0.5566 | 0.0201 | 0.2214 | 0.9471

11 CRTT | 03351 | 02068 | 0.6114 | 0.1770 | 0.4020 | 0.7958 | 0.5566 | 0.0201 | 0.2214 | 0.9471
NIST | 07331 | 03668 | 0.2816 | 0.6237 | 0.2851 | 0.1905 | 0.9909 | 0.6009 | 0.3940 | 0.6002

13 CRTT | 07331 | 0.3668 | 0.2816 | 0.6237 | 0.2851 | 0.1905 | 0.9909 | 0.6009 | 0.3940 | 0.6002
NIST | 0593 | 09718 | 0.2244 | 0.9460 | 0.0048 | 0.2986 | 0.2133 | 0.3152 | 0.3083 | 0.1742

14 CRTT | 0593 | 09718 | 0.2244 | 0.9460 | 0.0048 | 0.2986 | 0.2133 | 0.3152 | 0.3083 | 0.1742
NIST | 09976 | 05546 | 0.3519 | 0.0583 | 0.2586 | 0.7655 | 0.5273 | 0.1894 | 0.7549 | 0.0061

15 CRTT | 09976 | 05546 | 0.3519 | 0.0583 | 0.2586 | 0.7655 | 0.5273 | 0.1894 | 0.7549 | 0.0061

Table 4: Conformance Analysis. Comparison of test results produced
by the NIST Statistical Test Suite and CRTT.

6 TIME PERFORMANCE ANALYSIS

The process of evaluating and producing a complete analysis report for the
randomness of a cryptographic algorithm consists of three processes which
are (1) run NIST randomness test, (2) analysis, and (3) writing report as shown
in Figure 12. These three steps require different skill sets. Programming skills
are needed to write the codes for testing purpose. Analytic thinking skills
are necessary for making decisions and conclusions of the result. Meanwhile,
language and writing skills are important to transform numbers (results) into
sentences (conclusions) so that readers will understand the evaluation report.
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Start

|

NIST Z Writing
> > — >
Data s Analysis Re, Report

Test l

End

Figure 12: Conventional Randomness Evaluation Process. Users re-
quire to perform all of the three processes starting from running the
NIST test suite, analyzing results, and complete it with writing report.

Without using the CSM Randomness Test Tool that we have developed,
the evaluator has to go through all three steps separately for each tests module.
For example, an evaluator requires running the test program, analyzing the
result and writing report separately. By using the CSM Randomness Test Tool,
the process of testing, analyzing and reporting can be managed simultaneously
and automated. Table 5 presents the comparison of the evaluation process
using CRTT and without using CRTT.

Without CRTT With CRTT
Consume a lot of time and requires | Reduce significant process time and
Run a repeated process. This process | requires limited action from the
Tests also needs more resources for a | user. The process can be carried out
certain test. by one person only.
Analyze | Prone to human error which could | All results data are well managed
Results lead to an inaccurate result. and automatically compiled.
Report Consume a lot of time and proper | Generate an evaluation report
Production | writing skills. automatically.

Table 5: Benefits of CRTT. Each process in testing the randomness of
a cryptographic algorithm is compared to view the differences by using
the conventional method and CRTT.

Table 6 displays the difference in time taken for each of the steps to pro-
duce a complete report using the CSM Randomness Test Tool and without us-
ing the tool to evaluate all 15 tests. The analysis was implemented on Intel(R)
Core(TM) i7 2.70GHz CPU with 8 GB RAM on Windows 10. The results
show CRTT takes approximately 3 hours to produce a complete analysis re-
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port compared to 8 hours without using the tool. The time could be shorter
if the user runs lesser than 15 available tests. In general, evaluation time may
reduce up to 5 hours by using CRTT. With the presence of this tool, the process
of evaluating the randomness of the cryptographic algorithm will be simplified
and automated which resulted in reducing the evaluation period significantly.

Run Analyze Report Production

Tests Results Vil
Without | With | Without | With | Without | With | Without | With
CRTT CRTT CRTT CRTT CRTT CRTT CRTT CRTT

3 3 1 15 4 5 8 8 Q%UJS
hours hours hour seconds hours seconds hours
seconds

Table 6: Time Performance Analysis. A comparison of time taken for
each process is recorded to distinguish the performance of the conven-
tional evaluation method and CRTT.

7 CONCLUSION AND FUTURE WORK

With the presence of CRTT, the process of evaluating the randomness of a
cryptographic algorithm will be simplified and automated which resulted in
reducing the evaluation time frame. It takes approximately three hours to pro-
duce a complete randomness analysis report compared to eight hours with-
out using the tool. This is one of our initiatives to improve the service of
ICT Product Evaluation for Cryptographic Module provided by the Cryptog-
raphy Development Department. This evaluation tool is the second in a series
of tools that have been developed by the Cryptography Development Depart-
ment to be used in the Cryptography Evaluation Laboratory. The first tool that
has been developed was S-Box Evaluation Tools (CSET) in 2014 which has
been used extensively by our Cryptographic Algorithm Development unit to
enhance the performance of the CSM cryptographic algorithm (Zakaria et al.,
2016). For CRTT and CSET service, please email crtt@cybersecurity.my. The
Cryptography Development department of CyberSecurity Malaysia provides
ICT Product Evaluation for Cryptographic Module services for the Malaysian
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government and the private sector. Our future target is to promote the CSM
Randomness Test Tool for targeted users such as University, Cryptography
Researcher, and Cryptography Evaluator. The development of this tool is part
of the preparation for the FIPS140-2 lab in CyberSecurity Malaysia and will
also be used as a pre-evaluation tool for the National Cryptography Algorithm
activity. This effort is in the line of making CyberSecurity Malaysia a pio-
neer player in the cryptography field as well as becoming the Cryptography
Reference Centre in Malaysia.
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