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ABSTRACT

By using the term N — 2N2/3 — N'/3 as a good approximation
of ¢(N) and then applying the LLL algorithm enable one to factor m
moduli of the form N; = p?g; simultaneously. This paper presents
another attacks work when m public keys (N, e;) fori = 1,...,m and
m > 2 if there exist m relations of the form e;d — k;¢(N;) = 1 or
e;d; — ko¢(N;) = 1 with the parameters d, d;, k and k; are suitably
small.

Keywords: Factorization, LLL algorithm, Simultaneous Diophantine
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1 INTRODUCTION

The RSA Cryptosystem, named after its great inventors Rivest et al. (1978) be-
come a well-known public key cryptosystem for assuring the confidentiality,
integrity, authenticity and non-reputability of electronic communications and
data storage. In recent years, RSA is an extremely well-research area in cryp-
tography. Since its publication, the RSA Cryptosystem has been analyzed and
the simple structure of the RSA cryptosystem has also attracted many cryptan-
alysts.

Basically, by multiplying two large primes are computationally easy to
compute but factoring the resulting product is very hard. The mathematical
operations in RSA depend on three parameters, the modulus N = pq, the pub-
lic exponent e and the private exponent d, related by the congruence relation
ed = 1 (mod ¢(N)) where ¢(N) = (p — 1)(¢ — 1). Hence, the difficulty of
breaking the RSA cryptosystem is based on three hard mathematical problems
which is the integers factorization problem of N = pgq, the e-th root problem
from the congruence relation given by C' = M¢ (mod N) and to solve the
Diophantine key equation ed + 1 = ¢(NV)k. That is, to solve the key equation
which contain three variables which is d, ¢(/V) and k (Menezes et al. (1997)).

In 1990, Wiener (1990) proved that if the secret exponent d < %N 1/4
based on the convergent of the continued fraction expansion of & making
RSA totally insecure. Wiener was able to obtain the integer solution of the
Diophantine key equation and eventually factoring N through the continued
fraction of ;. Furthering this, Boneh and Durfee (1999) came up an attack on
RSA by applying Coppersmiths lattice reduction based method to improve the
bound to d < N9-292,

Later, de Weger (2002) proposed and extension of these attacks with small
difference between its prime factors. They showed that by choosing an RSA
modulus with a small difference of its prime factors yield improvement on the
small private exponent attacks of Wiener and Boneh and Durfee. As studied
by de Weger, if the difference between p and ¢ is small, then N — 2v/N + 1 is
better approximation to ¢(N) instead of N. Hence, % is one of the convergent

. . . e
of the continued fractions expansion of AW ATR
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On different setting, Maitra and Sarkar (2008) consider the case that p and
2q are too close which is the difference between 2g and p is small. They apply
N — %\/N + 1 as a good approximation to ¢(N) instead of N. Hence, in
their studied revealed that % is one of the convergent of the continued fractions

. e .
expansion of N_IVNAT Over the past few years, we have witnessed steady

progress toward cryptanalysis using the continued fraction expansion as a tool.
For instance, Asbullah and Ariffin (2016a,b) and Bunder and Tonien (2017).

In general, the use of short secret exponent encounters serious security
problem in various instances of RSA. As the work that has been introduced by
Howgrave-Graham and Seifert (1999) showed an extension of Wieners attack
that allows the RSA system to be insecure in the presence of two decryption
exponents (dj,ds) with dy,dy < N %. In the presence of three decryption
exponents, they improved the bound to IV 3

As studied by Hinek (2007) showed that it is possible to factor the £ modu-
lus N; using equations e;d—k;p(N;) = 1ifd < N9 with§ = ﬁ —¢e where
€ is a small constant depending on the size of max [V;. Later on, Nitaj et al.
(2014) presented new method to factor all the RSA moduli Ny, ..., Ni in the
scenario that RSA instances satisfy k equations of the form e;x —y;(N;) = z;
or e;x; — yp(IN;) = z; with suitable parameters xz, x;, y, y; and z;, ¢(N;) =
(pi—1)(¢; —1) based on the LLL algorithm, the idea from Lenstra et al. (1982)
for lattice basis reduction.

As described in May (2004) the modulus of the form N = p?q is frequently
used in cryptography. For example Takagi (1998) showed that the decryption
process is about three times faster than RSA cryptosystem by using the RSA
modulus of the form N = p?q. On the other hand, the HIME(R) cryptosys-
tem (Nishioka et al., 2002) became a standard in Japan because it was able to
encapsulate and sends more data securely than the original RSA cryptosystem.

Additionally, the AAg cryptosystem (Ariffin et al., 2013) incorporating the
hardness of factoring integer N = p?q coupled with the square root problem
as its cryptographic primitive which gives advantage for encryption without
“expensive” mathematical operation. Recently, by incorporating the modulus
N = p?q, a variant of Rabin cryptosystem succesfully eliminate the decryption
failure which was due to a 4-to-1 mapping scenario (Asbullah and Ariffin,
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2016a).

In 2015, motivated from de Weger’s generalization attack and Maitra and
Sarkars attack, Asbullah and Ariffin (2015) proposed new attack on RSA-type
modulus N = p?q using the term N —2N?/3 — N'/3 as a good approximation
to (V) satisfying the equation ed —k¢(N) = 1. Hence, they showed that % is
one of the convergent of the continued fractions expansion of m
and later led to the factorization of N = p?q in polynomial time.

Our contribution. In this work, we will look at a variant of the RSA
modulus of the form N = p?q. A new cryptanalysis to factor m moduli of
the form N; = p?qi for 7+ = 1,...,m by using the term N — IN2/3 — N1/3
as a good approximation of ¢(/V) will be introduced satisfy the key equation
ed — k¢(N) = 1. Both cryptanalysis are upon m-instances (N, €;).

The first cryptanalysis works when there exist an integer d and m integers
k; satisfy e;d — k;¢(N;) = 1. We prove that m moduli N; = p?¢; can be

factored in polynomial time satisfy d < N% k; < N? where § = ml(i:nﬂ)’

B <2/3and N = min N;.

For the second cryptanalysis, we show that m moduli N; = pizqi can be

factored in polynomial time if d; < N, k < N° where § = méf:f ) , 0 <

2/3, N = max N; and min e; = N if there exist an integer k£ and m integers
d; satisfy eid; — kqﬁ(NZ) =1.

For both cryptanalysis, we transform the equations into a simultaneous
Diophantine problem and then we apply lattice basis reduction techniques to
find parameters (d, k;) or (k, d;) in order to compute the prime factor p; and ¢;
of each N; = p?q; simultaneously.

The layout of the paper is as follows. In Section 2, we begin with a brief re-
view on lattice basic reduction, simultaneous Diophantine approximation and
also some useful results that will be used throughout the paper. In Sections
3 and 4 we present our first and second cryptanalysis consecutively together
with examples. Then, we conclude the paper in Section 5.
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2 PRELIMINARIES

2.1 Lattice Basis Reductions

Let uq, ..., uq be d linearly independent vectors of R™ with d < n. The set of
all integer linear combinations of the vectors uy, ..., ug is called a lattice in the

form
d
=1

The set (uy,...,uq) is called a basis of £ and d is its dimension. The
determinant of £ is defined as det(£) = /det(UTU) where U is the matrix
of the ;’s in the canonical basis of R". Define ||v|| to be the Euclidean norm
of a vector v € L. A central problem in lattice reduction is to find a short
non-zero vector in £. The LLL algorithm of Lenstra et al. (1982) produces
a reduced basis and the following result fixes the sizes of the reduced basis
vector (see May (2003)).

Theorem 2.1. Let L be a lattice of dimension w with a basis {v1, ..., v, }. The
LLL algorithm produces a reduced basis {b1, ..., b, } satisfying

w(w—1)
[Ball < flbol] < ... < [[bi]] < 27T det(L) 517,

forall 1 <1 < w.

One of the important application that the LLL algorithm provided is a way to
solve the simultaneous Diophantine approximations problem. Lenstra, Lenstra
and Lovész proposed a way to compute simultaneous Diophantine approxima-
tions to rational numbers. They considered a lattice with real entries as shown
in the following proposition (Lenstra et al., 1982).

Proposition 2.1. (Lenstra et al., 1982). There exists a polynomial time algo-
rithm that, given a positive integer n and rational numbers a1, s, ..., o, and
e satisfy 0 < € < 1, finds integers p1,pa, ..., Pn ,q for which

lga; —pi| <&, 1<¢< on(nt)/dz—n fo0 1 < j < .
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The above proposition follows immediately from the following classical theo-
rem of Dirichlet (Cassels (2012), Section V.10).

Theorem 2.1. (Dirichlet Theorem). Let 91, ..., ¥, be n real numbers and Q) a
real number such that 0 < Q < 1. There exist integers s1, ..., S, and a positive
integer v < Q™" such that

|rd; — si| < @ for 1 <i<n.

As studied by Nitaj et al. (2014) revealed a similar result for a lattice with
integer entries as shown in the following theorem.

Theorem 2.2. (Simultaneous Diophantine Approximations). (Nitaj et al.,
2014). There is a polynomial time algorithm, for given rational numbers
at,...,an and 0 < € < 1, to compute integers pi, ..., pn and a positive in-
teger q such that

max |go; — p;| < e and ¢ < on(n=3)/4 gn . —n

Next, we introduce some useful lemmas and theorem proposed by Asbul-
lah and Ariffin (2015) that have been used throughout this paper.

Lemma 2.1. (Asbullah and Ariffin, 2015). Let N = p?q withq < p < 2q.
Then
27BN < g < N3 < p < 2/3N1/3,

Let N = p?q with ¢ < p < 2¢. Then ¢(N) = N — (p? 4+ pq — p). The
following result gives an interval for N — ¢(N) = p? + pq — p in terms of N.
It shows that if p ~ ¢, then N — 2N?2/3 — N'/3 is a good approximation to

#(N) while if p ~ 2¢, then N — <(22/3 + 27 /3)N2/3 4 21/3N1/3> is a good
approximation to ¢(N).

Lemma 2.2. (Asbullah and Ariffin, 2015) Let N = p*q and $(N) = N —
(p? + pq — p) with ¢ < p < 2q. Then

2N2/3 _ N1/3 < N _ QZ)(N) < (22/3 +2_1/3)N2/3 _ 21/3N1/3
and

’N _ (2N2/3 - N1/5> - ¢(N)’ < 2p5/3‘p1/3 - q1/3‘
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Theorem 2.3. (Asbullah and Ariffin, 2015). Let N = p?q be an RSA modulus
withq < p < 2q. Letl < e < ¢(N) < N — (2N?/3 — NV3) satisfying
ed — k¢(N) = 1 for some unknown integers ¢(N), d and k. Assume ¢(N) >
2N and N > 6d. Let 2p°/3|p'/3 — ¢1/3| < ANP and d < N°. If§ < N2
3 3 ’

e k 1
then | y—gnars—nisy — d| < 2

3 THE FIRST CRYPTANALYSIS ON m MODULI
N; = pq;

In this section, we propose our first attack. We extend the result proposed by
Asbullah (2015) as in Theorem 2.3 which is the basis of our analysis. The
following theorem proved that we are given m moduli of the form V; = p? G-
We consider in this scenario given e;d — k;¢(N;) = 1 with fixed d and the
term N — (2N?/3 — N'/3) as a good approximation of ¢(NN;) satisfy the key
equation. Then, we transform the equation into simultaneous Diophantine ap-
proximation problem and apply lattice basis reduction algorithm in order to
obtain the parameter (d, k;). Later, we compute the prime factor p; and ¢; of
each N; = p?q; simultaneously in polynomial time.

Theorem 3.1. Suppose that m > 2, N; = p?qi fori=1,...,m be m moduli
each with the same size N where N = min N,. Assume e¢;, 1 = 1,...,m be m
public exponents. Let ® = 2N%/3 — NV/3 1 < e < ¢(N;) < N; — ®. Define

— m(-8
0 = T

that e;d — k;p(N;) = 1, then it is possible to factor m moduli N; = p3q; in
polynomial time.

. If there exist an integer d < N° and m integers k; < N° such

Proof. Suppose m > 2 and i = 1, ..., m, the equation e;d — ¢(N;)k; = 1 can
be written as e;d — k;(N; — ®) = 1 — k;(N; — ¢(IV;) — @). Hence,
|1 —ki(N; — ¢(N;) — @)

= N, & (D

’ -

d—k;
N; —®

Let N = min N; and suppose that k; < N% and (2N?/3 — N1/3) < p? + % —
p < ((22/3 + 273 N2/3 21/3]\71/3), we will get,
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|14 ki (N; — ¢(N;) — @)

IN

Ni— o N_®

1+ N? (N ~ (2N N3y - ¢(N))

<
P(IN)
_ LN - )
o(N)

NO(3NP

< 7(26 )
IN

1
_ L

N @

By applying Theorem 2.2, we substitute (2) in (1). Then, we obtain

€;

1
ZNB-1+8
N, —® <

4

d—k;

We can see clearly the relation between ‘ Nfi(b d—k;| < iN A=149 and |qay; —

p;i| < € which is the condition in Theorem 2.2.

Now, we proceed to show the existence of integer d and the integers k;. We

assume £ = %NB_H‘S and § = mﬁ;f) We have

1\m 1\m
N6 Lomo (7) . Nmﬁ—m+6m+6 — (7> ]
=\ 1

m(m—3)

) m m(m=3)
Smce(i) <2 43-3mf0rm22,wegetN5-em<2 T -3 by

m(m—3)

applying Theorem 2.2. It follows that if d < N?, then d < 2 23T,

Summarizing for ¢ = 1, ..., m, we have

i m(m—3) _
‘Nie_q)d—k:i <eand d<2™5 3,

If the conditions of Theorem 2.2 are fulfilled, then this lead us to find d and &;
for ¢ = 1, ..., m by using the LLL algorithm.
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Next, we look at the relation BZ'Z—:I = ¢(N;) = pi(pi —1)(g; — 1) of the equa-

tion e;d — ki¢(N;) = 1. We can compute gcd <eiii—1 , NZ-) which later give

the prime factor p; and ¢;. This leads to the factorization of m moduli of the
form N; = p?qi simultaneously. This terminates the proof. ]

Example 3.1. To illustrate our first cryptanalysis, we consider the three moduli
and three public exponents as follows:

N1 = 263516113503680842149862744216952225120329,

Ny = 128365563717380133604870768381638907086713,
N3 = 187981680633838672011014961959439098246519,
er = 80792911443410905692392637406380886780007,
ea = 123578136992200918273607094829994961422647,

es = 20961451900454998790761026472974297795827.

Then, N = min(Ny, N2, N3) = 128365563717380133604870768381638907086713.
If m = 3and 8 < 2/3, we have 6 = mg;f) =2ande = NI »
0.000001817121.

Suppose that we consider the parameter C' as defined in [Nitaj et al. (2014),
Appendix A, page 196], n = m = 3, leads to

(n+1)(n—4)
C =3l s*“*l}

= 3714661586044869472880425.

Now, we consider the lattice £ spanned by the rows of the matrix

' lga] e e
- |0

0 0 C 0

0 0 0 C

Then, the LLL algorithm is applied to lattice £ leads to the reduced basis
together with the matrix as follows.

531150414983 301257228587 499463626192 178001942286
K __ | —168389513847154765291 —51627503530491328427  —162109383604390765943  —18776769540238268234
- 124074656146938841057 38040758013500360884 119447259923583684692 13835310590480351043
100588675112833001015 30840056847179847024 96837194594698950848 11216436984704075968
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We obtain
K-M-!
531150414983 162848441677 511341023600 59227494073
| —294151413649686019969  —90185563220300129309  —283180960997331683543  —32800221212401676852
52224763545169658695 16011888761402698006 50277027552185434292 5823476337553763421

135845721544043483999 41649716234605959720 130779320408203043648 15147877965697829272

According to the first row of the above matrix, we have

d = 531150414983, ki = 162848441677, ky = 511341023600, ks = 59227494073.

By applying d and k; for i = 1,2, 3, we look at the relation ei,‘i—fl = ¢(N;) =

pi(pi — 1)(g; — 1) of the equation e;d — k;p(N;) = 1, we get '

d—1
a A = 263516113503672185830235590020192839191440,
1
c2d — 1 = 128365563717374975692327918192177017411200,
2
-1
egdk = 187981680633832049824018263550877466963780.
3

Then, for each ¢ = 1,2, 3, we find p; = ged (eii—;l, Ni) and we obtain
p1 = 69904752761407, po = 51738406927601, p3 = 58282229331211.

It is possible to factor three moduli N1, N2 and N3 since

g1 = 53925448837321, qo = 47953733769113, g3 = 55340517648239.

4 THE SECOND CRYPTANALYSIS ON m

In this section, we propose our second cryptanalysis. Suppose that we are given
m moduli N; = pgqi. We consider in this scenario that the following system
of equation given by e;d; — k¢(N;) = 1 with fixed &k will lead us the factor
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of each moduli which are all of the same size. We show that it is possible
to factor such moduli of the form N; = p?q,-. This is achievable when the
unknown parameters d; and k are suitably small. We couple this information
together with the execution of the LLL algorithm to achieve our objective since
we use the term N — 2N2/3 — N'/3 as a good approximation of ¢ (V) satisfy
the key equation.

We prove the following theorem based on Theorem 2.3. We transform the
key equation into the simultaneous Diophantine approximation and then we
apply lattice basis reduction algorithm to find parameters (d;, k) which later
lead to the factorization of m moduli of the form N; = pf ¢; simultaneously.

Theorem 4.1. Suppose that m > 2 and N; = p?q;, fori = 1,...,m be m
moduli each with the same size N where N = max N;. Assume e;, 1 =
1,...,m be m public exponents with min e; = N® and ® = 2N%/3 — N1/3,
1 < e < ¢(N;) < N; — ®. Define 6 = %ﬁﬁ) If exist an integer k < N°
and m integers d; < N° such that e;d; — ¢(N;)k = 1, then it is possible to

factor m moduli of the form N; = p?q; in polynomial time simultaneously.

Proof. Fori = 1, ..., m, starting with the equation e;d; — k¢(IV;) = 1, we get

_ 1= k(N — (M) ~ @) )

€

‘szq)

€;

k—d;

Let N = max N; and suppose that k; < N% and (2N?/3 — N1/3) < p? + % —
p < ((22/3 + 27 1/3)N2/3 4 21/3N1/3>, we will get,

|1 — k(N; — ¢(N;) — @) |1+ k(N; — ¢(N;) — @)

<
€; - N«

1+ N° (N — (2N2/3 — N3y _ ¢>(N)>
< N
_ LEN@P B - )

NOé
_ N°(:NP)
Na

1

— 6Nﬁ+6_a (4)
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By applying Theorem 2.2, we substitute (4) in (3). Then, we obtain

B+5 o

‘NCD

€;

We can see the relation between ‘ i

< %Nﬁw*a and |qo; —p;| < €
which is the condition of Theorem 2.2.

Now, we proceed to show the existence of integer k£ and the integers d;. Let
g = gNPTOI—o § = ma=5) We have

m—+1
1\m 1\m
N(5 LeMm — (7) . Nmﬁ+m5—ma+6 _ (7)
6 6
. 1 m m(m 3) m 5 (m—3) m
Since (6) <2 - 3™ form > 2, we get N - 3Mby
applying Theorem 2.2. It follows that if & < N9, then k < e,
Summarizing for i = 1, ..., m, we have
N; — @ m(m=—3)
’ k—d;j| <e and k<2 T gm. e
€;

If the conditions of Theorem 2.2 are fulfilled, then this lead us to find k and d;
for7 =1, ...,m using the LLL algorithm.

Next, we look at the relation eld#_l = ¢(Ni) = pi(pi — 1)(gi — 1) of the

equation e;d; — k¢(N;) = 1. We can compute gcd( 1 N; ) which later

give the prime factor p; and ¢;. This leads to the factorlzatlon of m moduli of
the form V; = pg ¢;. This terminates the proof. |
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Example 4.1. As an illustration of this proposed cryptanalysis, we look at
three moduli and three public exponents as follows

N1 = 75008312957047469348732538527519866244681,

Ny = 123382641656631392246631643235917883162209,

N3 = 236640302081303358584350414610670308043781,
er = 31754220269884338669277120219619839718053,
e = 52233138249590873962310663900788852848217,
es = 185287571937475026853160676658447544281045.

Then, N = max (N1, Na, N3) = 236640302081303358584350414610670308043781.
We also get min(ep, ez, e3) = N with a ~ 0.9789170642. Since m = 3

and § < 2/3, we get § = 2P = 0.3591877982 and e = LA &
0.000001854212.

Suppose that we consider the parameter C' as defined in [Nitaj et al. (2014),
Appendix A, page 196], n = m = 3, leads to

C = [3”*1 QU= -5*"*1} — 3426234753047132066310644.

Next, we look at the lattice £ spanned by the rows of the matrix

[l ey e
0 0 C 0
0 0 0 C

Then, the LLL algorithm is applied to lattice £ leads to the reduced basis
together with the matrix as follows

K
—182524372654 —146456473850 —116350956196 —161112380644
_ —16683193846076224169 —96006951081027194305 —12803413578135971700 115420170547926858788
—677461226345054183660 267316396489637852564 399791487973525630452 235778569220139902640
91011227434211881899 —507503522055241331933 831338501094560594144 —242139184242751706576
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Now, we obtain
K- Mt
—182524372654 —431150415597 —431150415607 —233111277947
o —16683193846076224169 —39408249186843288687 —39408249187757314228 —21306966193871351804
—677461226345054183660 —1600266775567642689324 —1600266775604758895587 —865220627451237659280 | *
91011227434211881899 214982404605424684025 214982404610410934689 116235126444902519447

According to the first row of the above matrix, we have

k = 182524372654, d1 = 431150415597, dy = 431150415607, d3 = 233111277947.

By using k and d; for i = 1,2, 3, we look at the relation eid%l = ¢(N;) =
pi(pi — 1)(g; — 1) of the equation e;d; — k¢(IV;) = 1, we get
elle_l = 75008312957043771921448942071280309312160,
%T_l = 123382641656626251332238684396564345529200,
%T_l = 236640302081295426831936822683007388436496.

k
p1 = 45104908616699, p2 = 53063352809947, p3 = 65874665082797.

Then, for each ¢ = 1, 2, 3, we find p; = gecd (eid"_l , Ni> and we obtain

It is possible to factor three moduli N1, N2 and N3 since

g1 = 36869036060081, g2 = 43819224726601, g3 = 54532055826109.

S CONCLUSION

In conclusion, this paper presents two new cryptanalysis on m moduli N; =
p%qi for: = 1,...,m. We focus on the system of key equation of the form
eid — k;¢p(N;) = 1 for the first cryptanalysis and the form e;d; — k¢(N;) = 1
for the second cryptanalysis. We show that both of cryptanalysis are successful
when the parameters d, d;, k and k; are suitably small. It shows that these
cryptanalysis are not dangerous. Additionally, we prove that both cryptanalysis
enable us to factor m moduli of the form N; = p?qi simultaneously based on
the LLL algorithm.
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