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ABSTRACT

Elliptic Net is a powerful method to compute cryptographic pair-
ings or scalar multiplication. The elliptic net rank one originated from
the nonlinear recurrence relations, also known as the elliptic divisibil-
ity sequence. In this paper, a generalization of equivalent sequences is
defined. Combining the new generalization with a few restrictions on
the initial value, the paper further proposes and discusses an elliptic net
scalar multiplication of rank one for Weistrass equation and non-singular
elliptic curve.
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1 INTRODUCTION

Elliptic net scalar multiplication was first introduced by Japanese cryptogra-
pher (Kanayama et al., 2014). His method adapts Stanges net theory (Stange,
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2007b) and some research directions of elliptic net can be seen in previous
year (Muslim and Said, 2017). The rich structure of elliptic net and its scalar
multiplication resulted in cryptography field, in which it is used to solve el-
liptic curve discrete logarithm problem (Lauter and Stange, 2008), compute
Ate pairing (Matsuda et al., 2009), and optimize pairing (Tang et al., 2014).
Continuous contributions in cryptosystem and net developments are achieved
since the discrete log problem on elliptic curve was successfully reduced to a
finite field.

In this paper, we begin by reviewing elliptic divisibility sequence with its
equivalent properties and division polynomials of the elliptic curve. Next, we
propose the elliptic net scalar multiplication of rank one by using new proper-
ties. Finally, we discuss the simplification of elliptic net initial values.

2 ELLIPTIC DIVISIBILITY SEQUENCE

Morgan Ward introduced an elliptic divisibility sequence in the form of Ay, 4r
hm_nh% = hmt1hm—1 h% — hn+1hn_1hfn as a special sequence with the ini-
tial value of hg = 0, hy = 1, ho # 0 and hs # 0 (Ward, 1948). Mean-
while, the first cryptographic applications of these sequences have been dis-
cussed by Shipsey (2000) while the applications were extended by Stange
(2007a) and Kanayama et al. (2014). By considering n = 2 and h% =1,
two frequently used equations are hopho = hn+2hnh%_1 - hnhn,gh% 41 and
hont+1 = hn+2hi — hp_1 h% +1- Some important topics of elliptic divisibil-
ity sequence for cryptographers are the indices (Silverman and Stange, 2011),
rank of apparition Gezer and Bizim (2009) and equivalence (Bizim, 2009,
Shipsey, 2000). The equivalence theory will be discussed in the next section.

2.1 Proper and improper sequences

The divisibility sequence can be categorized to proper and improper. A proper
elliptic divisibility sequence satisfies the conditions that hy = 0,h; = 1 and
hohs # 0.
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For sequences which do not satisfy one or more of these conditions and are
therefore known as improper elliptic divisibility sequences. For examples, the
integer sequences of {0,1,1,—1,1,2, -1, -3, —5,7, —4,—23,29,59, - - - } and
{1,1, — 3,11, 38,249, — 2357,8767,496035, —3769372, —299154043, - - - }
constitute the proper and improper forms of the said sequences that meet the
condition such that for n|m then hy,|hy,.

2.2 Equivalent elliptic divisibility sequences

The term of equivalent sequences only can be used for proper sequences, in
which the hg = 0, hy = 1, ho - hg # 0 and hy divides ho. Now, we will show
how the equivalent sequences satisfy the nonlinear recurrence relations.

Proposition 2.1. Consider p,u and v as proper elliptic divisibility sequences

and satisfy the nonlinear recurrence relations, py+nPm—nP: = Pm+1Pm—1D2—
2 2 2 2

Pn+1Pn—1Pmy Um+nUm—nU] = Um4+1Um—1Uy —Up4+1Un—1Uy, and Um+nUm—n

v% = vmﬂvm,lvfl — Unﬂvn,w%l. Let c1,co and c3 be any constant inte-

gers and there are equivalent elliptic divisibility sequences {jn},{kn},{ln}
. 2 2 . .

such that j, = cY Yo, kn = cy Up and l, = c5vy, Then, jyinjm—n =

. . .2 . . .2 2 2

Im41Jm—1Jn — In+1In—1Jm» Kmankm—n = kmy1km—1ky — knp1kn—1k5,

2 2
and ly, 1 nlm—n = lm-l—llm—lln - ln—i—lln—llm-

Proof.  Proof for ]n = C?Q_lpn with JmAnJm—n = j'rn-‘rljm—ljr% _jn-‘rljn—l.j?n
is similar to Shipsey (2000). We will continue to prove for k, and [,,. Since
p,u and v are proper elliptic divisibility sequences, i.e p; = u; = v =
1 then the nonlinear recurrence relations can be simplified to py+npm—n =
perlpmflp% - pn+1pn71p%w Um+nUm—n = uerlumflu% - un+1unflugn
and V4 Um—n = Um+lvm—lv721 - Un+lvn—lv72n-
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For
2 N2
kmsnkm—n = 5" Umincy ™ U (1)
2(m?+n?) 2 2
=, (Um1Um—1Us, — Unt1Un—1Us,) 2)
m?2 m?2 2n2, 2 n? n? o2m?2, 2
=Cy Um41Cy Um—1C5 Uy — C Unpt+1Cy Up—1Cy = U, 3)
2 2 2
(m+1)2 (m—1)2 2 (n+1) (n—1)
= cy Un+1Cy Um—1(C5 Un) —cy Up+1Cy
m2 2
Un—1 (02 um> 4)
2 2
= km+lkm—lkn - kn+lkn—lkm (5)
and for
_ -
Lntnlm—n = an nUerann "Vm—n (6)
2
= Cgmvm—i-nvm—n @)
_ 2m 2 2 8
= 5" (Vg 1Um—10;, — Un410n—10;) (®)
+1 -1 2 2
=3 Um+41C3 Um—1* Up — Un4+1Un—1(c5 V) )
2 2
= lerllmflln - ln+1lnfllm (10)
|

The above steps complete the proof. From Proposition 2.1, we can say that
any elliptic divisibility sequences are equivalent if there exist integers cp, co
and c3 such that for all n, C?Q_lpn = cgzun = cyv,. The sequence of cjv,,
is a generalization form that will be further used to construct elliptic net scalar
multiplication.

3 ELLIPTIC CURVE

The general Weierstrass equation (Silverman, 1986) can be defined as E :
y? + a1y + azy = 23 + aow? 4 ayx + ag where an elliptic curve E is the set
of algebraic solutions of y?> = x3 + ax + b whereby a and b are real numbers
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with the following expression:

by = a2 + das (11)
by = 2a4 + ara3 (12)
be :a§+4a6 (13)
bg = a%ag + dasag — ajazay + agag — ai (14)
D = —b3bg — 8b3 — 27b2 + 9bobyby (15)

The auxiliary polynomials denoted by ¢,,, w,, are as follow:

On = 2y — Yns1¥n-1 (16)
dyw, = ¢n+2¢%—1 - ¢n—2¢3+1 (17)
Then, for the curve E of the polynomials ¢,,(P), ¥, w, can be written as,
on(P)  wn(P) )
n|P = , (18)
P (S oo
The division polynomials v, in x, y and the first four division polynomials are
Y1 =1, Yo =2y + a1x + as, (19)
Vg = 32t + boa® + 3bax? + 3bgx + bg, (20)
Yy = (2y + a1 + a3) (228 + bya® + 5byx* + 10bgx> + 10bga?+
(baobs — babg)x + babg — b7) (21)

Therefore, the nonlinear recurrence relations for division polynomial v,, when
n > 2 are

2ython = U (Yns1he_1 — bn2thi.y) (22)
Pont1 = Yny2hS — Un_193 4 (23)

4 ELLIPTIC NET SCALAR MULTIPLICATION OF
RANK ONE

The first theory on elliptic net scalar multiplication was proposed by Kanayama
et al. (2014) and followed by Chen et al. (2017), with both methods depend on
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W (i) = 6°~'W (i) in their net. It is important to clarify that not all equiv-
alences of proper elliptic divisibility sequences can be used to construct the
rank one elliptic net. In our method, the equivalence theory in elliptic net lies
on W(Q) = 1 and §/. We propose the following definition and lemmas for
elliptic net scalar multiplication of rank one using the generalized equivalent
elliptic divisibility sequence.

Definition 4.1. Let {W (j)} be the proper elliptic divisibility sequence over a
finite field K and ged(2m +1,3) = 1. Then W (j) = 07W (5) is a sequence
defined over K and W (2) = 1 with 0> = W (2)~L.

Lemma 4.1. Consider {W (j)} from Definition 4.1, and point P = (x1,y1)
on elliptic curve of the type y* = Az + B with Char(K) > 5. The elliptic net
scalar multiplication of rank one [k|P = (xy, yi) can be derived as,

Wk —1)W(k+1)

e TE (24)
T _1\277 T 2171 .
g — W=D W (e +2) = Wk 1)1 (k= 2) 05)
4y1W(/{7)3

Proof. Since W (j) = 09 (j), this implies that W (5) = 6~7W (j). Then,

Wk —1)W(k+1)
Tp =T — 0L (26)
k=D (k — 10— i
o 0 Wk —1)0 kDWW (K 4-1) on
[0=FW (k)2
~(k=D)=G+D) W (k — )T
o 0 + W(k— )W (k+1) 28
02k W (k)2
B Wk —1)W(k+1)
T = T1 — W(k;)2 (29)
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and for

Wk —1)*W(k+2) — W(k+1)*W(k —2)
= T P (30)

N 2 N N 2 N
(0*<’“*1)W(k - 1)) 0=V (k4 2) — (0*(’““)W(k + 1)) 0~ =D (k — 2)

- Ay, (9—kW(k))3

(3D
02— (ks — 1)20~ DV (k + 2) — 972040V (ks + 1)20~ =DV (k — 2)
A~ 3
Ay (9—kW(k))

(32)
L OTRPR W (R — )W (k+2) — 07 MW (R 4+ 1) W (K - 2) (33)
oy (9—3kW(k)3)
e — Wk —1)°W(k+2) - Wk +1)°W(k—2) (34)
4y W (k)3
|

Lemma 4.2. Consider {W (j)} from Definition 4.1, and point P = (x1,y1)
on a non-super singular elliptic curve of type y*> + vy = 3 + asx? + ag
with Char(K) = 2. The elliptic net scalar multiplication of rank one [k|P =
(xk, Y ) can be derived as,

Wk —-1)W(k+1)

W (k)2 (35)

T =1+

. b ) W= DW(k+1) o W (k +1)°W(k — 2)
watt (1ra+ ) wee W (k)?

(36)
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Proof. The derivation for xj, is similar to Lemma 4.1. We will proceed to
prove for yy, as follows,

Wk —1)W(k+1 W(k+1)*W(k—2
yk=x1+y1+<1+x1+ii) ( W)(k)Q +1)  zW( j;V()k)i*( )
(37)
(k=D (1 — —(k+1)73
=M+ﬂr%o+wr+m)0 Wik 1P 2W%+1)
i Gad®)
x1 (0*(k+1){f[/(k + 1))2 07(k72)W(k —9)
N 3 (38)
Gai®)
_ y1\ 0-2FW (k — )W (k+1)
=z + Yy + (1 +x1 + 331) Q—QkW(kz)Q +
202D (5 + 1)%0~ =21 (k - 2) (39)
Q—SkW(k)3
Wk —1)W(k+1 W(k+1)>*W(k—2
Yp =1+ Y1 + <1+w1+i/1) ( W)(k)‘j + )+x1 ( ﬂ%/()k)?) ( )
(40)
[ |

Significantly, the factor of #~* is in the simplest form by using the gener-
alized sequence.

4.1 Discussion

The initial values in the elliptic net scalar multiplication of rank one are as
follow:

WO)=0, W1)=1, W(@)=1, WQB) =p WH)=4gq,

A~

W) =W (3+2)W(3—2)
= W (AW (2)[W(2)]2 — WE)W (1)[W(2)]?
=G—p° (4D
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Meanwhile, the required initial values for Stange method are
W) =0, W1)=1, W@)=p WE) =4q WH)="r
W(5) =W (3+2)W(3—2)

W (W (2)[W (2)]2 = W(3)W (1) (2))?

=P’ — Gp* (42)

W (5) is the last initial value required in the net. The next term for 1/ (6) can
be calculated using nonlinear recurrence relation of

W(m+n)W(m—n) = W(m+1)W(m—1)[W(n)]2—W(n—i—l)W(n—l)[W(rz)?])Q
(43)
such that

=
—_—
N
I
=
—_—
(@)
~—
s
—
=
=
—
[\]
~—
o
|
=
—_—
=
S
—~
—
=
S
—
=
I
3>

[(G—p°)—¢%] (44)

and in Stange method,

A~ A N A~ N A ~

W(6) = WE)W (3)[W (2)P~W @)W (1)[W(4)]* = 4(7p°—Gp") —* (45)

Therefore, the elliptic net scalar multiplication (Chen et al., 2017) and our
restriction are shown to provide better simplification.

We equip the following numerical instance for calculating elliptic net scalar
multiplication:

Example 4.1. Consider an elliptic curve E : y*> + xy = x> + 1 and point
P = (1,0) € E. After that, 5P is computed.

Solution:

First, the initial values of elliptic net were obtained from division polynomials

of equation 19 until equation 21. For 1, = W (n) then 1o = W(0) = 0,71 =
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From equation 35,

Wk —1)W(k+1)

T =21+
k 1 W(k)2
W(4H)W (6
x5:x1+7€) (6)
W(5)?

27(—12960)
R PR

349839

= —T

The y-coordinate was computed with equation 36, such that

— oL\ W= DW k1) oWkt D*W(k - 2)
yw_l+m+<L+l+m) e W (k)?

- WWE) | WO 1)
o ) e T ey

=1+(2) (27)(;;2960) n (712922)2(18)

~ 3017010969

_ 3017010069

Therefore, when P = (1,0),5P = (—34g§39, 30178§0969).

Note that in order to generate point for elliptic curve stated in Lemma
4.1 and Lemma 4.2, there are five algorithmic method that can be used. The
methods are the brute force search, sieve assisted search, homogeneous space
search, Heegner point and canonical height search (Silverman, 1999). Among
these, canonical height search computed faster with 28 digits of accuracy com-
pared to others. In addition, the non-identity point on the elliptic curve can be
generated by an explicit formulae (Everest and Ward, 2000). With ¢ and u, be
known as parameter of the elliptic curve of the type y2 + zy = x> + asz? + ag,
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the explicit formula of x and y coordinate are denoted as,

n

_ _ q"u nq"
r=re=) 1 — q"u)? _22(1_qn)2

nez n>1
2n,,2
q U nq
Y=vu=) R D reny
nez (1 qnu) n>1 (1 qn)

S CONCLUSION

This research proposes a generalization of the equivalent elliptic divisibility
sequences and uses the generalization form to derive the elliptic net scalar
multiplication of rank one. Furthermore, the term in the proposed elliptic net
scalar multiplication was found to be simpler than Stange method. Future
research may consider other equivalence theory that satisfies the elliptic net.
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