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ABSTRACT

Body sensor network (BSN) is a set of sensors attached to patients’ body to collect
vital signs. The vital signs will be sent from patients’ smart phone or personal
computer via BSN coordinator to the remote healthcare provider’s server. This will
enable patients’ vital signs to be monitored by healthcare people via internet.
However, security is necessary for the patients’ personal data including vital signs.
The patients’ personal data and vital signs are referred to as medical information.
Therefore, encryption needs to be applied to patient’s medical information. In this
paper, we propose an implementation of key-policy attribute-based encryption (KP-
ABE) in order to encrypt the medical information and present an
encryption/decryption prototype system of KP-ABE in BSN. KP-ABE allows fine-
grained sharing of encrypted data. It is able to provide differential access rights for
different users. Thus, the encryption allows flexibility in changing access rights of
individual users over the encrypted data.

1. INTRODUCTION

The current technology has brought remarkable contribution and
advancement to the electronic healthcare devices today. The advancement
of electronic healthcare devices is essential for monitoring and early
prevention of various diseases such as heart diseases, diabetes,
hypertension, chronic obstructive pulmonary disease (COPD), and other
chronic diseases.

Body sensor network [1-4], is one of the smallest personal
electronic healthcare networks which has been studied and tested its
availability all over the world. Body sensor network (BSN) is composed of
wearable computing device with a set of sensors attached to different parts
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of human body to collect vital signs. The vital signs to be collected are body
temperature, blood pressure, pulse rate (or heart rate), respiratory rate and
etc. BSN is a wireless network that enables sensors to send the vital signs
to mobile computing device (e.g. smart phone) or a computing unit via BSN
coordinator. Then they will be sent to the third party remote server to be
stored. In this way, patient can be monitored in real time or non-real time
basis remotely from the hospital [5].

The medical information stored at the remote server will be shared
among different users (e.g. doctors, nurses, pharmacies, patient and etc.).
Thus, privacy, confidentiality and security issues for the medical
informationshould be a major concern in this topic. Therefore, it is
important for the medical information to be encrypted before sending to the
third party remote server. Encryption is one of the potent approaches to
secure medical information. Many research works have been done in order
to secure the medical information of the BSN [6-10].

Attribute-based encryption (ABE) [11-14], is a fine-grained access
control system, which enables a set of users to have differential access
rights. On the other hand, ABE is also flexible in defining the access rights
of each user. There are two major types of ABE; key-policy attribute-based
encryption (KP-ABE)[15-16], and ciphertext-policy attribute-based
encryption (CP-ABE) [17-19]. In this paper, we propose an implementation
of KP-ABE scheme to apply the encryption to patient’s medical
information. KP-ABE encryption time is shorter than CP-ABE. Besides
that, KP-ABE has less restriction and limitation on the authorized users who
are able to apply decryption to the encrypted medical information.
Authorized user (e.g. medical operator) is able to perform decryption if
his/her access policy matches the attributes assigned to the encrypted vital
signs. In hardware implementation, KP-ABE is also advantageous. KP-ABE
scheme is able to realize the lightweight encryption and producing smaller
ciphertext size than CP-ABE in a resource constraint device [20]. We have
implemented a prototype which is composed of BSN to collect vital signs
from human body and a laptop to perform the encryption/decryption of
patient’s medical information.

2. BACKGROUND

In 1984, Shamir introduced a novel type of public encryption
scheme called Identity-Based Encryption scheme (IBE) [21], which enable
users to securely communicate, verify and exchange each other’s signatures
without any exchange of private or public keys. Thus, eliminates the need to
keep key directories. Instead of generating a random pair of public/secret
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key and made the public key known to everyone, the public key can be in a
form of any arbitrary string. For example, names, home address, phone
number, e-mail address and etc. provided that the user can be uniquely
identified which he cannot later deny. In year 2001, Boneh and Franklin
proposed the first secure and practical IBE [22] from the Weil pairing on
elliptic curves.

In 2005, Sahai and Waters introduced a new type of IBE scheme
called Fuzzy Identity-Based Encryption (FIBE) [23]. In IBE, identities are
viewed as arbitrary strings. While in FIBE, identities are being viewed as a
set of descriptive attributes. FIBE scheme allows a user with private key
corresponding to a set of identity, ID to decrypt a ciphertext encrypted with
the public key, /D’ if and only if ID and /D’ overlap each other by some
distance metric, d. Therefore, FIBE system allows a certain amount of
error-tolerance in the identities. The authors also mentioned on the
application of FIBE termed as Attribute-Based Encryption (ABE). In an
ABE system, a user’s private key and ciphertext are labeled with a set of
attributes. A particular private key can decrypt a particular ciphertext only if
there is a match between the attributes of the user’s private key and
ciphertext.

After ABE was first introduced in the work of Sahai and Waters,
in year 2006, Goyal et al. proposed the Key-Policy Attribute Based
Encryption (KP-ABE) for fine-grained sharing of encrypted data [15].
Encryption of data usually limits the ability of encrypted data to be shared
among different users. In other words, the encrypted data can only be
selectively shared at a coarse-grained level. For example, in order to
perform data decryption, user needs to give his/her private key to another
party. This somehow allows another party to have all the access of the
user’s data. Another alternative, user can act as an intermediary to perform
decryption on the relevant data but this method is arduous. Both approaches
are not appealing as they are impractical and inefficient.

In KP-ABE, each ciphertext is labeled with a set of descriptive
attributes, while the access structure is embedded in the user’s private key.
User is able to decrypt a ciphertext if the access structure embedded in the
private key matches the descriptive attributes labeled in the ciphertext. Fine-
grained sharing of encrypted data enables different authorized users to
retrieve and decrypt ciphertext based on their access structure. KP-ABE
scheme is able to grant different access rights to different users.

In year 2007, Bethen court et al. provides the first construction of
a ciphertext-policy attribute-based encryption (CP-ABE) scheme [17]. In
86 International Journal of Cryptology Research
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CP-ABE scheme, access structure is use in data encryption while the
descriptive attributes are embedded in the user’s private key. A user is able
to decrypt the ciphertext if his descriptive attributes satisfy the access
structure associated to the ciphertext. Table 1 summarizes the terminology
definition in this section.

TABLE 1: Terminology List

Terminology Definition Example

Name, home address, e-mail
Attributes Identities of a person address, identity number, phone
number

{(“Dept of Medical Services”
AND “Specialist””) AND
(“Kuala Lumpur” OR
“Penang”) OR “Name: Dr.
Jehovah™}

A policy/structure to define

Access Structure .
an authorized person

A trusted third party that
Private Key Generator | handles the issuance of
private keys

3. IMPLEMENTATION

This section shows the implementation of our work. This section
is divided into a few subsections; body sensor network, attribute-based
encryption scheme, and our prototype setup.

3.1 Body Sensor Network

BSN is applicable to healthcare, well-being monitoring, sports and
entertainment [24-26]. Different activities require different set of sensors. In
our work, we focus on the healthcare applications by using BSN. The needs
of healthcare applications are emanate from the increase of chronic
diseases, aging population and early diseases prevention and detection.

BSN for healthcare application is dynamic. It can be used at anytime,
anywhere and for anybody. It provides continuous medical information
collections and transmissions on real time or non-real time basis to hospital
server which helps the hospital personnel to diagnose the patients outside
the hospital.
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The BSN which we have implemented has four major components which
are the processor, radio frequency transceiver, battery and sensor. It is
designed to have three modules. The three modules are battery, sensor and
BSN node. The BSN node consists of processor and radio frequency
transceiver. The BSN is a stackable design to connect and interface between
the modules. We have implemented two types of body sensor nodes which
measure temperature and 3D motion. The BSN node can transmit and
receive vital signs within the range of approximately 50 meters indoor.
Figure 1 shows the body sensor node manufactured by Sensixa Ltd.
Company[27].

Figure 1: Body Sensor Node

3.2 Attribute-Based Encryption Scheme (ABE)

Comparisons between KP-ABE and CP-ABE schemes are studied and
analysed to determine their propriety in BSN [11]. Comparisons were
conducted in terms of encryption efficiency/time, attribute and access
structure’s assignment, access control and hardware implementation.

In our work, we have intended to achieve a lightweight and secure
encryption. In KP-ABE, encryption is performed by using descriptive
attributes. Access structure is embedded in the private key which is issued
by private key generator (PKG). In CP-ABE, encryption is performed by
using the access structure. Descriptive attributes are embedded in the
private key issued by PKG.

Encryption performs by using descriptive attributes has lower encryption
complexity and shorter computation time than encryption to be performed
by using access structure. Moreover, medical information is being
encrypted at a continuous basis, while key generation for each authorized
users is being generated once. Therefore, KP-ABE encryption scheme is
more appropriate to be implemented in our work.
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Patients are involved in the assignment of descriptive attributes or access
structure with the assistance from medical agents. Assignment of
descriptive attributes in KP-ABE for encryption purpose is much simpler
and less time consuming than assignment of access structure in CP-ABE
encryption. This is because a slight update mistake in the access structure
would cause a complication in the entire encryption and decryption system.

Furthermore, in terms of access control, KP-ABE allows higher flexibility
and efficiency in the modification of access control towards any authorized
personnel compared to CP-ABE. This is because the updates made on the
descriptive attributes are much simpler than updates made on access
structure.

In KP-ABE, the encryption time is shorter and ciphertext size is smaller
than CP-ABE. This is because the high complexity and processing work to
embed the access structure in private keys are done by the PKG. However,
for CP-ABE, the encryption computation time is longer and the ciphertext
size is larger. Therefore, in terms of hardware implementation, KP-ABE is
advantageous.

For our prototype, we have implemented the KP-ABE scheme as this
scheme is more suitable than CP-ABE in terms of light weight and less
power consumption [11]. In KP-ABE scheme as shown in Figure 2,
attributes are labeled in the encrypted medical information (vital signs and
patient’s personal data). Access structure is embedded in the private key.
The private key is issued by a trusted private key generator (PKG). This is
an advantage of KP-ABE scheme where attributes label in the encrypted
medical information can be easily created and altered. The tedious task of
access structure creation and alteration is handled by professional PKG
creator.

The KP-ABE scheme consists of four algorithms [15].

o Setup (1%): The setup algorithm takes as input a security parameter,
1* and outputs the public parameters, PK and a master key, msk
which is known only to the private key generator (PKG).

e Encrypt (m, PK, y): The encryption algorithm takes as input a

message, m, a set of attributes, y and the public parameters, PK. It
outputs the ciphertext, c.
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o Key Generation (PK, msk, ): The key generation algorithm takes
as input the public parameters, PK, the master key, msk and an
access policy, . It outputs the private key, D .

e Decrypt (¢, PK, D ): The decryption algorithm takes as input the
ciphertext, ¢ which was encrypted under the set of attributes, y, the
public key parameter, PK and the private key, D for access control
structure, . It outputs the message m if y€

Plaintext —>| Encryption H Ciphertext
-

(Patient’s medical
information)

=
™
(=]
=
-
o
=
o
=]

Figure 2: Key-Policy Attribute-Based Encryption and Decryption

3.3 Prototype Setup

We have attached the sensor nodes to the human body as shown in Figure 3
to collect temperature and 3D motion readings. The readings are transmitted
to the BSN coordinator which is connected to a personal computer (PC). In
the PC, KP-ABE encryption and decryption is performed.
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Sensor node

Figure 3: Prototype configuration

PC:
Send commands to, and receives vital signs from the BSN-network. Encrypt
the vital signs using KP-ABE encryption.

BSN-coordinator:
Receives commands from, and sends vital signs to the laptop.

(i) Connection between BSN nodes and BSN coordinator

Vital signs are sent from sensor nodes to the BSN coordinator via radio
transceiver — CC2420, as shown in Figure 4. The CC2420 is a single-chip
2.4 GHz IEEE 802.15.4 compliant RF transceiver with an effective data
transfer rate of 250 kbps. It is designed for low-voltage and low-power
wireless RF applications. The CC2420 provides hardware support for AES-
128 based data encryption and data authentication.

Radio

Sensor node BSN Coordinator
(RF Iransmitter) (RF Receiver)

Figure 4: BSN-Network
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RF Transmitter:

Toggles the red LED and send the vital signs in packet. Each packet
contains a sequence number in the packet header, which increases by one
after a packet is sent out.

RF Receiver:
Toggles the red LED and receives data packets sent from RF Transmitter
and check their sequence numbers in the packet header.

(ii) Connection between BSN coordinator and PC

Vital signs sent from the sensor nodes will then be received by the BSN
coordinator and be transmitted to the PC via universal serial bus (USB) as
shown in Figure 5. In order to collect the vital signs, PC first sends out a
request. The BSN coordinator will then transmit a message to all the BSN
sensor nodes or only to the selected sensor nodes. When the BSN sensor
nodes receive the message, they will then transmit the vital signs to the
BSN coordinator. After that, through the USB connection, the PC will
receive the vital signs. The number of nodes can be altered accordingly to
accommodate the number of vital signs types require to be collected.

In our work, BSN sensor node 1 will retrieve the human body temperature,
and BSN sensor node 2 retrieves the 3D motion of human body.

PC BSN Coordinator BSN Nodes
Request vitg] « N
questvital sign trom 4 51 sornodes
T
Send requeg -
feauestmessage to g Sensor nodes
. | (emperature

Return vital sign (body temperat ) Node 1

Receive vital sign Node | —
tal s tion)
Return vital sign (3D mo odes
. <l sien Node 2

Receive vital sign 4 ]

Source Sender Destination

USB Radio

Figure 5: Connection between PC, BSN coordinator and sensornodes
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3.4 KP-ABE Encryption in PC

Once the vital signs are sent to the PC, the PC will perform the KP-ABE
encryption on the vital signs. In our implementation, we used the key-policy
attribute-based encryption library (libcelia). 1t is a subroutine library
implementing KP-ABE scheme and kpa be toolkit created by Yao Zheng
[28].

Figure 6 illustrates the process flow of the encryption and decryption.
Figure 9shows the screenshot of correct encryption and decryption.

Displyy priginal

Storag¢ of tipn of P t
meflidal idal patien{’s[medical
inforffigtion ion inf

Figure 6: Diagram of Process Flow of Encryption and Decryption

o kpabe-setup : The setup algorithm generates system parameters, a
public key, and a master secret key under set of attributes.

e kpabe-enc: Encryption algorithm encrypt medical information of
patient under a set of attributes.

o kpabe-keygen: The key generation algorithm generates a private key
and sends to the authorized medical operators.

o kpabe-dec: The decryption algorithm takes as input the encrypted
medical information under a set of attributes, the public key parameters
and the private key generated by kpabe-keygen. It then outputs the
message original file if access structure embedded in the private key
matched the attributes.

4. RESULTS OF EXPERIMENT

Section 4 shows the results of the experiment. The results shown are
correct encryption and decryption as well as the incorrect encryption and
decryption. We show 2 types of incorrect encryption and decryption;
decryption using incorrect key and decryption using incorrect wording.
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4.1 Correct Encryption and Decryption

Original Data

Encryption

OANSCOAOMAL AAAB JANEB FXECKFQDAAAADXNNCONYYRBAAHS LQUXHI JOgMCwgTkNp
£CA1C | RLeHQIOLALQXZCCF 743 JhORHAVUNESQUAMGH L OVIT2hCHZZ6 Lxckls
MVZpUS4ZeUd JWDLES2VNRIL1UIC ZOHUIR Y SrRXZVR LY 3aUdmUU SSNERT < 2 ¥WK 2dX
TkpKanImMZF EVOYWN IRYZNo4U INRaW thQ ]k 3NLNEVEDY amt6VERSVOE<enZletBa
QnptdnIRckd INLFyakSBMBNIOF JSBELIQ 1Yz SNRBMFVT SHZ 1QUABS 1dwYWt JdHh
S38tHXdtUUIRNHKOd 2dNT293d zVnRnhpTXBALDNKL 2pLdz [ 2c0ICVNCITUIQI A4
Mm3y TUExQIpKaE 26K 2Vp TRNSK ZVBSy tpRExGCE L rY 2ppemdBek SONTIqTUdmdkg
NENNK2 51 ZHRED 3 T4WkL jN2ppU2 L uRVpvaeF Yk 1850keHLIXZn I1bFZIJOSMNELQ
TEIDMUZhVUS XUSGwdUF LNEAKYUL EeWF ZQWUBQXISUkpSak PNT ENG YL 4Wn16NUV L
dVg3aZFILIIFZTLTdXNIqe LR INWISOTBVSCIAMUI THHRSQDE INL94NUS ySHEr S YT
WERUQ3IROROpECNATRLA6DY)SC ZLOBENDS IFCNNRSHEKSLSG Lwkn LWUTE SHEMFVELL
K254dHg1 VLN TMAgxU zk8ZF 115 2ZHNE 1 1NIQuUCSLbUk ril Jas 1cx YW1 X SHpZOUF F
€TLING JONMS FWExx L ZBHRHC yHmY 2 ZESYN I LvbDhYTCUr ZERBU2 L 332BgH 1 Lloa 3N
51pde ThiQkRHaUS1a2dpK3 I800VIZ1dUKEX00DF SYVFPQRNETUpnd JRAbLUVBOVY
UTHPBHFQVFJZYARARULY THZEQ JV JRZMyT@RSVUPESYZRa215¢ L plaWtDuUGIYUThX
dytUYUxKR3d | YVdZK2RySCSZT LdzeVF 1b2Y1RXR SMUPLCGNPDG LncmMOYKFE akwd
232207307 Thbyie chQHOG I ANAZTVEAmOVNLUZHKAATWF shnQu b\ BUKRE VRSP
RVe4c21haCxVTn124CtKdDIOckEWUDE4a 2 LENTdoY jZ5bzNaR JFSOHR3AXAZCXB )
RXLTNKSTL1I2MDhHROhaUL1OUOL6Z1p JOThT THhZS ThI bHF THTVGLHVRC TNRZ Ekw
azd\L3IRpdkpacULvA LAndBVMANMYOU JUSEN] C 1IRND Z J501ZONO 1QCUBXZHYZVF IO
L3dZaFB6b1FnbEhSVUK INCS SVKF CeFNOC ThZ YKMSMULHUHNLWHZ 1d6ZaZNFZNHLL
MU ZF g1 dUd Uk ZTQU IoMi 1 SR 1R SeUF SUCV1 dictneh Juc Jh1W ) ZyaFhv Ihov jd T
WEXpQIVLEXpPHE JyWFY S TWVFTHAMKUxEnBNak FxZ1 £ 2QnUSHEVBaULHSTd1V IRX
WXp JOFVYVFpVC2YZKOIETREVHLE 1UDL1eVZ Ja24yc 3Mr HGhpHOLARDH Y Lo3NUpy
CNLObNPNIEPYRLASAFZLCZXMVEL 5 TWXZZDF LUD LWYUXSUEMBURXF T3KSKZVVD3IYX
2z JSUKTNBCI1U B SULNMDRWUUF ZNkkxOENENF 18002 7Us 2eWEIVTNPCc211b1Bo
AEdIbnlkdLZ4NNSEQMSQ TVOANGE L MiwdeDRNWENBZVRE C 20 JVUpZNmO 3TkRSNMDy
BOVRVIASQUNZBTdWRCOL 104zl UhBMAELUY
RKASRJVORGoIVDLSeCLyel F&cTVATEIZMnpl TOJOZORSHL IVUg1 SkZS0UdCUKUL
Q3ZVaF FRQNNIQNVWYTZ | RUNPEmV QB UNAZ FNUWXUL 30qand0c FNDRGAYV EBNUKD T
1JVZVHNLRJLKKOM1d1VpdF ket s SERQNNMyD 1865 1 FOVWA IWWZndUR LeC 9B Ekw
ZkFpeXpPV1ROUzd4eXkr YmxEL 2F NeWdVoH IG0UowadNGS 2VTd IcBT 2dFcKMVNGS )
LzkIdUxESCLRSDICTULRANNLVELge3F JaFpSakxCdXvzVXZoaksweDF naldWs TR
urummmruc INYsut‘.eGI"‘ht|wl>t.»hl|:l.!pyooment tMzdYaknINLpTAFYO

JQHEHQUI 21 saGhkTOIKQUPGIZ1E
coacut1uornankhmznuusn:uurwnj~|7515npcsuzser IRNQXCIUyYTDAWa JB1

Private Key

Decryption

Figure 7: Screenshot of correct encryption and decryption

Figure 7 shows the screenshot of the work. The vital signs are being
encrypted with a set of attributes at the patient’s site and then sent to remote
server site. In order to decrypt the encrypted vital signs, the access policy
embedded in the private key must match the attributes encrypted inthe vital

signs.
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4.2 Incorrect Encryption and Decryption

In this section, we show 2 results of incorrect encryption and decryption;
decryption using incorrect private key and decryption using incorrect
wording.

4.2.1 Decryption using incorrect private key

Original Data Encryption
3 QAROCQAOHATAAAB JHNEBT KECKF QDARAADKNNCQNY yREAAHS LQUAHT JOgMCWGTRNp
cChlc1R1eH)LOAAIQK2GCFZ4a ) hBRHAVUNT SQUOWeH ILOVZ Td2hGHzZ6c L Uxckls
My2pUe42eUdINDL tS2UmR1E 1ULCZ0HUIRYSr RXZVRLY 3aUdRUUS SNEPF C2 WK 2dX
ZKpKamINMZF EVOYRNLAYZNCAUINMSHERQ] KINLNEVEY art 6VKRGVOE4enz iehBa
(QnpTANIRCKAINLF yak SBRONJOF JSDET Q) YZ SNREBMF VT SHZ 1QUOBS 10w YWt JdHh )
S3IBtWxdt INT 2p1dz12c0IGVNCITUINZ 1AL
MmBy TUE xQ3pKaEZ8KZVpTnNSKZVBSyt pkxGeET r V2 ppemdBekSONT 1qTudmdkgo
NENxK25{ ZHRBb 31 4Wk | JN2ppU2 luRVpvadFmvkleSBkzW1IxZn11bFZT SMNELQ
TEIDHUZVUSXUOGWIUF LNEXKYUL ECHF ZQUUOQXJ5UkpSakFHTENS YL 4Wn16WUVE
dvg3a2F JL3IFZTLTdXdqe LR IWWISOTBVSGIAMUI TWHR SQOE SNLS4MUS y SHEr 5 J¥r
WERUQ3RORDPGCHA TRLAGDVI 5c2 10DERDS I FCNNRSWK 9t SCLwn IWUTE SWENrVELL
K2544Hg 1 VINTAmgxUZkOIFLLS 2 ZHNEL INIQWUCOL bk rid1)aS 1cx YW1 X SHpZOUF F
eT1INGIONRSFHEXXLEBHRHCYMAY ZZEDYNI1vbOhY TGUr ZERBUZ 1 3azBqWl 10a 3RW
SLpacThiQkRHAUS 1a2pK3000V3Z 1dUKOXOOOF SYVFPQNNDTUpd JRABLUVDEVY
UThPbWF QVF JZYmp4RUTYTHZEQIVIRZMy TORSVUPESVZ0a21 SeLpLantOUG1YUThx
dy tUYUKR3d JYudIK 2Ry SCO2 TLdZeVF 1 bz YV IRXRSMUP L cCNPBG T NCMMOYXF E alwid.
R222MXZJeT IkNyBr ckQ20CICEANAZTVEINSVN LU2MKdAZWF sHmQx bk LRUXRLYROP
RVOACZLhaGxVTml 2dGtKIDIOCk EwUDE 422 LENTdeY ) Z50ZNaR JFSOHR JaXRZCXB )
RK1THKSTL11ZNDAHRONAULIOUBTOZ1P JOTAT THhZSTHIDHF TMTVGOHVRCT NRZEKW
azd1L3RpdkpacUlvMLdndOVHMAMVOUIUSEN jc IRNDZ JGd 1Z0ND 1QCUOXZHYZVF IO
L3dZaFB6b1FnbEhSVUKINCS SV FCeFNBCThZ YNSMULHUHNL WHZ Jd8ZqZWF ZNHLL
WUMWEFG1dUIUKZTQY IoMKLSRLRS#UF 6VEVLdktncD Juc Jh1j2ysFhvyahwy jdI
WExpQIVLCKPPNED yHF ¥ STHVE THASHKUXCNBNakF xZLLZQRUSHEVOSULASTJ1Y JRX
WP JOFVYVF pVC2Y IKOSE TNEVNL 1 1UDL 1€V Ja24yCINrNGhpMa L4ROMIY103NUPY
n10bnpadEpyR 1dsaF 2Lc2xMVE ] S5Thx ZZDF LUDLWYUXGUEMOURXF T3k SKZVVD 3V
22 ISUKENDCS 10 JBWSUTWHDRMUUF ZNkk xOENEMFLBQBX 27Us 24E 1V TNPE2 11b 180
AEATbmLkdLZANWSEQnSqTVGAWEt LW 4eDRNWENBZVREC 2p JVUpZNma 3 TkRSNMQy
bAVMY IASQVNZ D TdwHGS LN LVNeVdHdUs Le )7 LKOMz eF dMY LhBMNGLUVIX SFOGeW50
RkRSR JVORGO1VDE SeGlyeFFSCTVATEZ ZMnpF T@J0ZORSAHL 3YUg15kZ SOUICUKU L
Q32VaFFNONNLOMVWYT 2L RUNPemV r (8t ks
ZJVZVHNIRS IKKOM 1d LVpdFdkeH]s S ERQNXMVD 18651 FOVWO 3NN IndUR L eC 9B Ekw
peXp! WEL: 1 IGOUCWBNGS 2V Td 30T 2dF CRHVHGS ]
Lzk3dWRESGRSOLCTULRINNLVO1GE 3F JaF ps akRGXY ZVXZOAE SWCOF naUdHS TR
UFBKCHAXMIFUC INTSUt18GZSVStINURtSKTEL IpyaDNuamt tMzdYakwINLpTHFYO
(OWTRYXVWO1dHOBh J QW thQUT 3MZ RE Al nRE 1 rMDh1WVaxU21 saGhk TAAKOVPGZ 21 E
<BOQNEL u ‘PlﬂllhNa!]kwfl(lﬂrh‘mlﬂ‘i 15mpéSUZBeFF 3RNOxC 3Uy TDAWa jB2

Deervption

Error: cannot decrypt, attributes in
ciphertext do not satisty access structure

Figure 8: Screenshot of encryption and decryption using incorrect private key
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From the screenshot shown in Figure 8, the encrypted vital signs are being
decrypted with an incorrect private key. The encrypted vital signs cannot be
decrypted and the original vital signs cannot be reconstructed as the
embedded access policy in the private key does not satisfy the attributes

Yar-Ling Tan, Bok-Min Goi, Ryoichi Komiya & Raphael Phan

encrypted in the vital signs.

4.2.2 Decryption using incorrect wording

TABLE 2: KP-ABE Performance test results with incorrect wording

Correct attributes

Wrong attributes

Test results

Name of Simon Peter Simeon Peter X
Doctor
Expertise Cardiology Cardilojy X
Department of Department of Department of heard X
medical service heart disease Disease
Name of . .
hospital Columbia Columpia X

X: original text was not reconstructed

96

International Journal of Cryptology Research




Design and Implementation of Key-Policy Attribute-Based Encryption in Body Sensor Network

Original Data Encryption

Error: Check vour attribute universe.
Certain attribute not included!

Private Key Decryption

Figure 9: Screenshot of private key generation failure due to incorrect wording

From the results shown in Table 2, the encryption will not be granted
because of incorrect wording. Figure 9 shows the screenshot of encryption
failure due to the incorrect wording usage. This is to ensure the correct
descriptive attributes are used to perform the encryption.
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5. CONCLUSION

We present the encryption/decryption prototype system to protect
the captured vital signs and personal information of patients. This enables
patients’ medical data to be remotely monitored from the hospital insecured
manner. Body sensor nodes are used in the system to capture vital signs
from the human body. We demonstrate that, by using key-policy attribute-
based encryption (KP-ABE), patients’ medical information can be protected
and be shared among different medical operators. Our work is a non-real
time application. However, we are going to extend our system to real-time
application for ubiquitous healthcare purposes. It provides flexibility for
patients to collect their vital signs and perform encrypt at any time of the
day and at any places according to their preferences.

Future work of this project is to connect the current system to a
personal health record service provider (PHR). PHR will enable patients to
store their encrypted vital signs from home and allow the medical
information retrieval of healthcare providers in hospitals.
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