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ABSTRACT

This paper investigates the repeated differential properties in key
schedules of the Advanced Encryption Standard (AES) block ciphers
and PRESENT. The concept of statistical-based repeated differential
pattern for the PRESENT and AES key schedules are defined and intro-
duced. Our study shows that there is a repeated differential property in
the AES and PRESENT key schedules. For AES-192 and AES-256,the
initial differential patterns were found repeated in first and second round
for AES-192 while only in the first round for AES-256. Meanwhile,
for AES-128, the initial differential pattern was not found in any of
the rounds. In the PRESENT key schedule, the differential patterns
were found repeated inconsistently for PRESENT-80 throughout the 32
rounds (including the final round). Meanwhile, the differential pattern
was found repeated consistently and clearly for PRESENT-128. In ad-
dition, the round-keys with the repeated differential pattern have a large
number of bytes in common. From the result, we found that the key
schedule for AES-128, AES-192 and AES-256 are more ideal compared
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to PRESENT-80 and PRESENT-128. The key schedule of AES achieves
randomness property compared to PRESENT. With more than half ini-
tial differential bits, it affects all bits of the round-key for AES-128, be-
gan after round 3 in AES-192 and after round 2 in AES-256. However,
for PRESENT the key schedule of PRESENT-80 and PRESENT-128,
found that the key schedule of PRESENT-80 is more ideal compared to
PRESENT-128 because with about 36 bits (more than half) initial dif-
ferential bits, 81.25% bits of the round-key affected compared to only
75% for PRESENT-128.

Keywords: AES, block cipher, key schedule, PRESENT, repeated dif-
ferential properties

1 INTRODUCTION

Advanced Encryption Standard (AES) also known as Rijndael algorithm was
developed by Joan Daemen and Vincent Rijmen and submitted to NIST in
1998 (Daemen and Rijmen, 1998). Later in 2001, AES has been adopted as the
encryption standard by the U.S. government and is now used worldwide (Fed-
eral Information Processing Standards Publication 197, 2001). There are three
variants of AES namely AES-128, AES-192 and AES-256. Since proposed,
there are several works have been done on the AES key schedules (Biryukov
and Khovratovich, 2009, Biryukov et al., 2009, Bogdanov et al., 2011, Dunkel-
man et al., 2010, Nikolic, 2009, Sasaki, 2011). Another block cipher that was
chosen as a standard is named PRESENT is an ultra-lightweight block cipher
proposed by Bogdanov et al in 2007 (Bogdanov et al., 2007). It has been
chosen as an international standard by ISO/IEC in year 2012 (ISO/IEC 29192-
2:2012, 2012). The design considerations of the cipher suit the requirement
of todays technology that employing small embedded system as in mobile big
data computing environment (Buja et al., 2015). Like AES, PRESENT has two
variants namely PRESENT-80 and PRESENT-128 with the key length of 80
bits and 128 bits respectively. As proposed in the original proposal (Bogdanov
et al., 2007), the key schedule of the PRESENT block cipher was designed
with the round-dependent counter to create asymmetry properties. Asymme-
try in the key schedule prevents against related-key and slide attacks (Biham,
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1993). Since proposed in 2007, there have been many efforts aiming to attack
this cipher such as in (Standaert et al., 2003)(Huang et al., 2014)(Abdul-Latip
et al., 2011). Some recent results of key schedule analysis on PRESENT and
other block ciphers were presented in (Cho, 2010). In 2011, Hernandez-Castro
et al (Hernandez-Castro et al., 2011) investigated the strength of PRESENT
key schedule. Previously in 2009, Ozen et al (Ozen et al., 2009) and Ohkuma
(Ohkuma, 2009) studied the weak keys of the reduced-round PRESENT.

THIS PAPER. Our work in this paper extends the previous works on AES-
128 and AES-256 as presented in (Huang et al., 2011) and (Buja et al., 2016)
for PRESENT-80 and PRESENT-128. In this paper, the repeated differential
properties of both block ciphers are analyzed and presented in the terms of
statistical-based.

ORGANIZATION OF THE PAPER. In Section 2 we provide a brief de-
scription of the key schedules of AES and PRESENT block cipher. The found
repeated differential properties in the previous works are further explained in
Section 3. In Section 4, some statistical-based repeated differential properties
of AES-128, AES-256, PRESENT-80 and PRESENT-128 key schedules are
presented. Finally, the conclusion are presented in Section 5.

2 A BRIEF DESCRIPTION OF THE AES AND
PRESENT KEY SCHEDULES

Details on AES and PRESENT key schedules are presented in 2.1 and 2.2.

2.1 AES Key Schedules

AES is a byte-oriented cipher, and has 10 rounds for 128-bit, 12 rounds for
192-bit and 14 rounds for 256-bit keys. As mentioned in the original pro-
posal, in each round of AES, the internal state (128 bits) can be presented
in a 4 X 4 matrix of bytes, which will be processed by using the following
four basic transformations: First, named SubBytes: byte-wise application of
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S-boxes, abbreviated as SB. Second, named ShiftRows: cyclic shift of each
row of the state matrix by some amount, abbreviated as SR. Third, named
MixColumns: column-wise matrix multiplication, abbreviated as MC. Lastly,
named AddRoundKey: XOR of the subkey to the state, abbreviated as ARK.
An additional AddRoundKey operation is performed before the first round (the
whitening key) and the MixColumns operation is omitted in the last round. The
key schedule of AES is required to produce 11, 13 or 15 128-bit subkeys from
master keys of size 128, 192 or 256 bits respectively. Each 128-bit subkey
contains four words (a word is a 32-bit quantity which is denoted by W). Call
the number of rounds Nr, and the number of 32-bit words in the master key
Nk. Algorithm 1 presents the AES key update algorithm.

Algorithm 1 AES Key Schedule

Input: 128/192/256 bits secret key, Nk and round constant

Output: 128 bits round-key, Rk
1: for : =0,...,Nk-1do WI[i] = K][i] /(e.g., for AES-128, Nk = 4)
2: fori=Nk, ..., 4(Nr+ 1) - 1 do //(e.g., for AES-128, Nr = 10)
3 temp — W/i- 1]

4: if i mod Nk == 0 then temp — SB(RotWord(temp)) &
RCON/I/NK|

5 end if

6 if Nk = 8 and i mod 8 == 4 then temp — SB(temp)

7: end if

8 Wi] — Wi - NK] @ temp

9 end for

10: Generate the left most 128 bits Rk

11: end for

As in Algorithm 1, RCON are round constants, and RotWord() rotates four
bytes by one byte position to the left. The subkey used in the AddRoundKey
at the end of round r is denoted by Kr . The whitening key is KO . Each subkey
is represented as a byte matrix of size 4x4 (corresponding to the state matrix),
and the jth byte in the ith row of the matrix is denoted by Kri,j (0 i,j; 4). The
equivalent key obtained when the MixColumns and AddRoundKey operations
are interchanged is denoted by K r = MC1 (Kr ). Details on AES can be found
in (Daemen and Rijmen, 1998).
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2.2 PRESENT Key Schedules

PRESENT is a Substitution-Permutation Network (SPN) block cipher. The
encryption block length is 64 bits and the key lengths of 80 bits for PRESENT-
80 and 128 bits for PRESENT-128. This cipher takes 64-bit plaintext and 64-
bit round key for the encryption which completed after 31 rounds.

gl 12)3lal|sle|7]8]o |a|Blc|DIEF
XX
Output |15 15 1B lo |0 |alDp [E[E s 4|7 |1 |2
¥i¥2¥1¥e

Figure 1: PRESENT 4-bit S-box

Each round consists of three layers: addRoundKey, substitution layer (S-
box Layer) and bit permutation layer (P-box Layer). The addRoundKey is a
64-bit XOR operation of the intermediate state with a round key. The S-box
Layer as illustrated in Table 1 is a 64-bit nonlinear transform using a single S-
box 16 times in parallel. PRESENT uses a single 4-bit S-box. Denote the input
value of S-box S as and the output value as . Four bits input will be substituted
with four bits output, i.e. . The round key for each round is extracted from the
user-provided 80-bit secret key.

Algorithm 2 PRESENT-80 Key Schedule

Input: 80 bits secret-key, K
Output: 64 bits round-key, Rk
1: for i=1to31 do

2 Rotate left 61 bits

3 (K79, k78, k77, kre]= S Blk79, k78, k77, k6]

4: [klg, klg, ]{717, k)lﬁ, k15]= [klg, ]{718, k17, k16, kw]@?’OUTldCOUTLt@T’
5 Generate the left most 64 bits Rk

6: end for

After each round, the secret key in the key register is updated by using
the key scheduling algorithm. Algorithm 2 and Algorithm 3 describe the key
update algorithm for PRESENT-80 and PRESENT-128 respectively. Both
algorithms apply a corresponding rotation function, call the 4-bit S-box of
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PRESENT and XOR five bits with the round-dependent counter. The different
between key update algorithms of these two variant are, first, the length of the
secret key; PRESENT-80 has 80 bits secret key while PRESENT-128 has 128
bits. Second, the key schedule algorithm for PRESENT-80 has three layers;
rotation layer, substitution layer and round counter XOR layer.

Algorithm 3 PRESENT-128 Key Schedule

Input: 128 bits secret-key, K
Output: 64 bits round-key,Rk
1: fori=1to31do
2: Rotate left 61 bits
3 [k127.k126,k125.k124]= SB[K127,k126,k125,k124]
4 [k123,k122,k121,k120]= SB[K123,k122.k121,k120]
5: [k66.k65.k64,k63,k621= [Ke6.K65.K64.k63,k62]Droundcounter
6
7

: Generate the left most 64 bits Rk
: end for

Meanwhile, PRESENT-128 has four layers as well as it calls the S-box
twice. Finally, the positions of the updated bits are different for all layers of
both key schedule algorithms. Details on PRESENT can be read in (Bogdanov
et al., 2007).

3 THE REPEATED DIFFERENTIAL PROPERTY
OF AES AND PRESENT KEY SCHEDULES

Details of previous works, refer (Huang et al., 2011) for AES and (Buja et al.,
2016) for PRESENT. Both AES and PRESENT key schedules (for 64 and 128
bits only) are reperesented in 4 x 4 box with 16 cells. However, for the initial
presentation of the secret key for PRESENT is presented with 5-bits key. For
AES, the keys are represented in one bute (8-bits). The initial pattern for AES-
128 both AES-256 and PRESENT-80 and PRESENT-128 are as in Figure 1.
Variable v, X, y and z in the reperesntation (repreesent the intial differential
pattern) can be any value from O to 255. In this investigatation, we choose the
value “all-ones” for all variables.

Definition 3.1. Initial differential pattern (IDP) is defined as the initial differ-
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ence of two 80-bits (for PRESENT-80) or 128-bits (for AES-128 and PRESENT-
128) or 192-bits (for AES-192) or 256-bits (for AES-256) keys appeared in
each round during the updating process is called a Initial Differential Pattern
(RDP). The IDP is the value for AES is between 0 and 15 while for PRESENT
is between 0 and 31.

Definition 3.2. Repeated differential pattern (RDP) is defined as a difference
of two 128-bits (for AES) or 64-bits (for PRESENT) round-keys appeared
in each round during the updating process is called a Repeated Differential
Pattern (RDP). The RDP is the value between 0 and 15.

x|0[x|0 x(0[x|0|0|0O|O|D
v|v|0|0 vy |0|0|0O|0O|0] O
z|0|0]|0 z|D|D|OlO|O|OfD
v | v|v|v v v |v|v|0|0|0]0
AFS-128 AFES-256
x|0|x|0 x|(0|x]|0

¥y y(9]|0 ¥|¥|0]|0

z| 0|00 z|(0]0]|0

v iv|v|v v iv|v]|vw
PRESENT-80 PRESENT-128

Figure 2: Initial Differential Pattern in AES and PRESENT Key Sched-
ules

4 STATISTICAL-BASED REPEATED
DIFFERENTIAL PROPERTIES OF AES AND
PRESENT KEY SCHEDULES

Table 1 summarizes our statistical findings on diffusion related property of
AES and PRESENT. As applied in the previous work (Huang et al., 2011),
there are 72-bits of differential pattern used for both AES variants and 36-
bits of initial differential pattern appliedfor PRESENT. AES-128 key schedule
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achieves its randomness property at the first round. By applying 72-bits ini-
tial differential pattern, the key schedule algorithm of AES-128 changed all
bits of the round-key for all 10-rounds, 68.75% bits of the round-key in first
two rounds of AES-192 and 75% for AES-256. Meanwhile, for PRESENT-
80 about 81.25% bits of round-keys affected and only 75% for PRESENT-80.
Obviously seen, there is no zero difference found in round-keys generated by
AES-128 key schedule. There are five zero difference in the first round-key
produced by AES-192 key schedule and three in the second round-key. Mean-
while, only four zero difference found in the first round-key of AES-256 key
schedule. For PRESENT-80, there is between three to seven zero difference
found in the 32 round-keys. PRESENT-128 key schedule yields between four
to six zero difference in the 32 round-keys.

Theorem 4.1. A key schedule algorithm is called random if there is at least
50% of the round-key bits affected. If the randomness achieved is100% in
the very first round, then the algorithm is strongly random as the randomness
properties successfully propagates through the entire rounds of the algorithm.
In addition, a random key schedule algorithm has more positive correlation
than negative correlation.

Proof. Let Skl and Sk 2 are two secret keys of length m bits. Let a is the
initial difference of Sk1 and Sk2 where d bit(s) of m bits SK2 is made dif-
ference from Skl. a is computed by XORing the updated Sk1 and Sk2. Let
Rk1, Rk2...Rk,, are the generated round key of length n bits. By updating the
key schedule with an update algorithm, n/2 bits in the generated round-key
changed from the initial round-key. Therefore, by the theorem, we have shown
that a key schedule is random if the changed bit is equal or more than 50%. [

To show the propagation of the differential pattern in AES (refer Figure 4
to 6) and PRESENT (refer Figure 7 and 8) key schedules, we define the pre-
sentation of the round-keys bit for AES and PRESENT as in Figure 3 for both
AES and PRESENT. For AES, each cell contains 8 bits while for PRESENT
is 4 bits. For instances, the representation for AES-128 secret key (in byte) in
row 0 in column O is presented as K15 as in Figure 3. Secret key in row 3 in
column 2 is presented as K2.

The repeated differential pattern is shown propagate very closely in the
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Cipher Have Number of Percentage of | Number of
Pattern ? Bit of the Affected Bit Zero
( Yes /No ) | Initial Differential Difference
Pattern (% )
AES-128 No 72 100
AES-192 No 72 68.75 ~ 100 3~5
AES-256 No 72 75 ~ 100
PRESENT-80 Yes 36 56.25 ~ 81.25 3~7
Yes,
PRESENT-128 very clear 36 62.5~ 75 4~6
(refer fig. 8)

Table 1: Summary on Differential Relationship in AES and PRESENT
Key Schedules.

K15
K8
K7
K0

K14
Ko
Ko
K1

K13
K10
K5
K2

K12
K11
K4
K3

Figure 3: Byte Presentation of Master Key for AES and PRESENT
Block Cipher

generated round-keys. Based on the correlation computed for AES key sched-
ules, there is a strong relation between each round in the algorithm. No zero
correlation found in AES-128 but AES-192 and AES-256 have two and three
zero correlation respectively. In addition, AES-192 has more than 30 negative
correlation compared to AES-256 which has only 29 negative correlation (re-
fer Figure 10 and 11). That is the effect of rotation of the four words in AES
key update algorithm. No clear RDP found in AES key schedules.

The propagation in PRESENT key schedule was found having some pat-
tern. Since the PRESENT key schedule algorithm yields less randomness in
updating the master key, therefore, after a few round, some repeated differen-
tial pattern can be found in the generated round-keys. The correlation shown in
Figure 13 (in Appendix) clearly shown that there is pattern for PRESENT-128.
The correlation between each round in PRESENT-128 key schedule algorithm
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Figure 5: Propagation of RDP in AES-192

affects the randomness in the generated round-keys compared to the correla-
tion computed for PRESENT-80 (refer Figure 12) in Appendix.
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Figure 6: Propagation of RDP in AES-256

Figure 7: Propagation of RDP in PRESENT-80
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Figure 8: Propagation of RDP in PRESENT-128

S CONCLUSION

This paper describes some statistical analysis of repeated differential patterns
of the AES and PRESENT key schedules. We found that the key schedul-
ing algorithm for AES-128 are more ideal compared to AES-192, AES-256,
PRESENT-80 and PRESENT-128 because the key update algorithm for AES
has achieved the randomness property successfully (refer fig.4). More than
75% of the round-key bits changed for AES-192 and AES-256 compared to
PRESENT which is only 56.25% to 81.25% of round-key bits changed. In
addition, less than five zero difference found for AES compared to PRESENT.
However, key schedule for PRESENT-80 is more ideal compared to PRESENT-
128. Besides, there are large numbers of byte in common found for PRESENT-
128 compared to PRESENT-80. In agreement with (Biham, 1993), a cipher is
secure from related-key attacks if there is no two different cipher keys contain
large number of round keys in common. Future research can be done on in-
vestigating the potential further analysis of the weaknesses of the key schedule

38 International Journal of Cryptology Research



Statistical-based Repeated Differential Properties of AES and PRESENT Key Schedules

algorithms for AES and PRESENT.
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A APPENDICES

rl r2 r3 r4 rs g r7 r§ rg rig
r1 1
r2 0.091267 1
r3 0.090598 0.114682 1
rd -0.12414 -0.05986 -0.0906 1
r5 -0.07451 -0.00248 -0.06164 -0.11497 1
rg -0.04374 0.02615 -0.00198 -0.05062 -0.07914 1
r7 0.001958 0.005897 0.291918 -0.03328 0.070169 0.008859 1
2] -0.0938 0.031388 0.031457 0.062531 -0.04735 0.015719 -0.09393 1
9 0.048417 -0.04272 -0.16751 0.076782 -0.06986 -0.03664 -0.04996 0.015642 1
r10 -0.01712 0.011293 -0.02168 -0.10808 -0.21452 -0.02631 0.143994 0.015642 0.002202 1

Figure 9: Correlation of RDP in AES-128

rl r2 3 rd rs ré i 8 ) rig ri1 ri2
ri 1
r2 0.233095 1
r3 -0.15743  -0.0315 1
ra -0.08679 0.039448 0.062622 1
5 -0.01186 -0.01186 0.156941 0.005897 1
6 -0.06911 -0.1323 -0.01567 0.042203 -0.07133 1
7 0.129989 0.035451 -0.21886 0.029369 -0.02846 -0.08085 1
3 0.100705 0.005924 -0.01567 0.020611 -0.05461 -0.0253 -0.2014 1
&) 0.195485 0.069111 -0.20375 0.052018 -0.05461 -0.11963 0.112214 0.088185 1
rlo -0.05726 0.069111 -0.14106 -0.07361 0.008363 0.006141 -0.04459 -0.13151 0.213952 fli
rli -0.12599 -0.15749 0 0 -0.09416 0.10971 -0.15633 -0.04702 -0.01567 -0.01567 1
ri2 0.037517 0.005924 -0.10971 -0.0108 -0.02312 0.037583 -0.01323 0.025301 -0.00614 0.115627 -0.04702 1

Figure 10: Correlation of RDP in AES-192
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