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ABSTRACT

Isa et al. (2013, 2016) proposed two heuristic algorithms (redun-
dancy removal and bee waggle dance) to construct cryptographically
strong substitution boxes (S-boxes). The resulting S-boxes produced
by these algorithms are suitable for cryptographic use. Inspired by their
work, this paper explores a new method to optimise an S-box by integrat-
ing these two algorithms. Our experiments show that at least eight cryp-
tographically strong S-boxes can be produced by the new method. The
results also improves upon a previous construction by Mamadolimov
et al. (2013) which utilises the redundancy removal algorithm.

Keywords: S-box, Nonlinearity, Heuristic, Redundancy Removal Al-
gorithm, Bee Waggle Dance Algorithm

1 INTRODUCTION

A substitution box (S-box) is cores of nonlinear operation in symmetric cryp-
tosystem especially block ciphers. An S-box typically used to obscure the
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relationship between key and ciphertext, such that fulfils Shannon’s property
of confusion (Shannon, 1949).

In general, there are three generic methods in the construction of an S-box,
which are random searching approach, heuristic or evolutionary (i.e. heuris-
tic) approach and mathematical functions or algebraic (i.e. mathematical) ap-
proach. Each approach has its advantages and weaknesses. As an example, the
advantage of each approach is random searching being the simplest method;
heuristic approach has better implementation in both software and hardware;
and lastly known best cryptography properties (National Institute of Standards
and Technology, 2001) achieved by mathematical approach. Yet, the weak-
ness of each approach is low cryptographic properties exhibited by random
and heuristic approaches, and extremely hard to find a mathematical function
that give a complete set of cryptographically strong S-boxes.

However, in recent years, the uses of heuristic approach in S-box construc-
tion are gaining the attention of researchers. This can be seen through the
increasing number of S-box constructions proposed in literature such as using
evolution of theorem of permutation polynomials (Yang et al., 2011), gradient
descent (Kazymyrov et al., 2013), redundancy removal algorithm (Isa et al.,
2013), chaotic map-based technique (Alkhaldi et al., 2015), reversed genetic
algorithm (Ivanov et al., 2016) and latest is the S-box construction inspired by
bee waggle dance (Isa et al., 2016).

In this paper, we optimise the construction of S-box by combining two
algorithms proposed by Isa et al. (2013, 2016), which are redundancy removal
algorithm (RRA) and bee waggle dance (BWD) algorithm. Our objective is
to construct a permutation S-box from a non-permutation initial S-box that
performs the RRA and then followed by the BWD algorithm.

The rest of the paper is organised as follows. In the second section, the
main cryptographic properties of an S-box are discussed. Then, we share our
S-box optimisation together with the involved algorithms in the third section.
The paper is concluded in the last section.
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2 S-BOX PROPERTIES

In this paper, our focused result is on bijective S-boxes over finite field F28 .
Therefore, a cryptographically strong S-box should at least exhibits the optimal
values on the following three properties: (1) high nonlinearity (NL), (2) low
differential uniformity (DU), and (3) high algebraic degree (AD).

Let F2 and F2n be a finite field with 2 and 2n elements, respectively. An
n× n S-box is a Boolean map:

F : F2n → F2n = (f1(x1, . . . , xn), . . . , fn(x1, . . . , xn)) (1)

2.1 Nonlinearity

Let c · F = c1f1 + c2f2 + . . . + cnfn be a linear combination of the co-
ordinate Boolean functions (f1, f2, . . . , fn) of F where c = (c1, c2, . . . , cn)
be a nonzero elements in F2n . The nonlinearity (NL) of an S-box F , is the
Hamming distance between the set of all non-constant linear combination of
component functions of F and the set of all affine functions over F2n as defined
below:

NL(F ) = min
c∈F2n ,c 6=0

NL(c · F ) (2)

Carlet (2011) suggested that the value of NL should be as close as to the best
known NL (i.e. NL > 100) to thwart linear cryptanalysis (Matsui, 1994).

2.2 Differential Uniformity

The largest value present in difference distribution table, after omitting the triv-
ial entry case (i.e. a = b = 0), determine the value of differential uniformity
(DU). The value of DU is defined as:

DU(F ) = max
a,b∈F2n ,a 6=0

|{x ∈ F2n : F (x+ a) + F (x) = b}| (3)

Smaller value of DU is more preferable (i.e. 2 ≤ DU ≤ 6) (Carlet, 2011) to
resist differential cryptanalysis (Biham and Shamir, 1991).
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2.3 Algebraic Degree

The number of variables in the largest monomial for component function f of
an S-box is denoted as deg(f). Therefore, the algebraic degree (AD) of the
S-box is determined by the maximum degree of all component functions:

AD(F ) = max{deg(f1), deg(f2), . . . , deg(fn)} (4)

Carlet (2011) suggested that AD ≥ 4 in order to resist higher order differential
cryptanalysis (Knudsen, 1995).

3 S-BOX OPTIMISATION

As mentioned above, in this study, we analyse the combination of two differ-
ent algorithms proposed by Isa et al. (2013, 2016) in constructing a crypto-
graphically strong S-box. The referred algorithms are Redundancy Removal
Algorithm and Bee Waggle Dance algorithm. The following subsections will
describe the said algorithms in brief.

3.1 Redundancy Removal Algorithm

Isa et al. (2013) proposed an S-box construction from non-permutation power
functions. One of the algorithms included in their construction is called Redun-
dancy Removal Algorithm (RRA). In principle, this RRA is an improvement of
the algorithm proposed by (Mamadolimov et al., 2013). As the name suggest,
the RRA was meant to remove or replace the redundant elements in an initial
S-box with the non-existent elements such that a bijective S-box is generated.

Figure 1 illustrate the process flow in RRA. The algorithm start with a
non-permutation initial S-box as an input. From the input, the information
about redundant elements and non-existent elements were extracted. Then,
a table called as Distance Matrix (DM) is generated. This table contains the
Hamming distances which were calculated based on bit error rates between the
redundant elements and the non-existent elements in the initial S-box. Then,
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Input: Non-permutation Initial S-box 

Redundant Elements Non-exist Elements 

DM: Distance Matrix 

Select smallest distance 

Replace redundant element with non-
exist element; delete both entry 

Output: 
Permutation S-box 

DM 
Empty? 

Yes 

No 

Figure 1: Redundancy Removal Algorithm (RRA)

the smallest Hamming distance is selected and its corresponding redundant
element will be replaced by non-existent element in the initial S-box. This
process is repeated until there is none DM generated. As a result, a permutation
S-box is constructed.

3.2 Bee Waggle Dance Algorithm

Recently, Isa et al. (2016) introduced a new algorithm inspired by bees be-
haviour to construct an S-box. They name the algorithm as Bee Waggle Dance
(BWD) adopt algorithm. As illustrated in Figure 2, BWD algorithm requires a
starting point (y1), eight different directions (r), 14 distinct distances (d) and at
least a loop (l) to be completed. The BWD function is defined as the following:

BWD(r, d, l, y1) = y1 → y2 → . . .→ yj → y1 (5)

where the right hand side of equation 5 denotes the movement of bee from cell
indexed by y1 (i.e. starting point) to cell indexed by y2. This movement will
continue so on and so forth, until it returns to cell indexed by y1. Thus, one
complete loop (l) is counted.

The third parameter of BWD algorithm (i.e. eight different directions (r))
is borrowed from the points of the compass. These points of the compass
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y1 = select starting 

cell index  

E S W N NE SE SW NW 

3 4 5 6 7 8 9 10 11 12 13 14 15 16 

SE SS SW SN SNE SSE SSW SNW 

Output: S = optimal{SE, SS, SW, SN, SNE, SSE, SSW, SNW} 

Direction 

Distance 

Optimal 
output for 

every 
direction 

Input: Initial S-box 
(16 x 16 matrix) 

Figure 2: A loop of BWD Algorithm with static starting point

are composed of four cardinal directions (i.e. east (E), south (S), west (W)
and north (N)) and four intercardinal directions (i.e. northeast (NE), southeast
(SE), southwest (SW) and northwest (NW)).

The last parameter in BWD algorithm varies from the minimum distance
(i.e. d = 3) to maximum distance (i.e. d = 16), thus make it 14 distinct distances
as a whole. This distance is counted based on the height of the cell traversed
on the dance floor. Basically, the dance floor is the initial S-box which was
arranged in the form of a 16 × 16 matrix.

The final S-box in BWD algorithm is selected based on the most optimal
cryptographic properties exhibited by the generated S-boxes.

3.3 Our Construction

Just like the construction proposed in Isa et al. (2013) and Isa et al. (2016), we
also apply an initial S-box to be optimised by the RRA and BWD algorithms.
However, in executing the optimisation, we have two options to perform the
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construction which are either to execute RRA first (denoted as Opt-1) or to
perform BWD first (denoted as Opt-2) on our initial S-box.

y1 = select starting cell index 

E S W N NE SE SW NW

3 4 5 6 7 8 9 10 11 12 13 14 15 16

SE SS SW SN SNE SSE SSW SNW

Output: S = Optimal{SE, SS, SW, SN, SNE, SSE, SSW, SNW}

BWD 
Algorithm

Input: Initial S-box
(16 x 16 matrix)

RRA

Figure 3: Opt-1: BWD(RRA(Initial S-box))

As illustrated in Figure 3, in Opt-1 construction, the initial S-box which
is non-permutation will first be executed in RRA to generate a permutation S-
box. Then, this permutation S-box will perform the BWD algorithm until the
most optimal S-box is identified.

Figure 4 depicted Opt-2 construction. The initial S-box will perform the
BWD algorithm first. Here, all the optimal outputs in every direction and ev-
ery distance of BWD algorithm will be taken as candidates to perform RRA.
This is because we cannot certain which candidate will exhibit the most opti-
mal cryptographic properties after RRA is applied. Then from there, the most
optimal result is taken to be the proposed S-box.
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y1 = select starting 

cell index 

E S W N NE SE SW NW

3 4 5 6 7 8 9 10 11 12 13 14 15 16

RRAE RRAS RRAW RRAN RRANE RRASE RRASW RRANW

Output: S = Optimal 
{RRAE,RRAS,RRAW,RRAN,RRANE,RRASE,RRASW,RRANW}

BWD 
Algorithm

Optimal 
RRA 

output for 
every 

direction

Input: Initial S-box
(16 x 16 matrix)

Figure 4: Opt-2: RRA(BWD(Initial S-box))

3.3.1 Initial S-box Generation

In our construction, the initial S-box must be from a non-permutation func-
tion. Therefore, our first candidates to fulfil this requirement are the set of
non-permutation power functions as used by Isa et al. (2013). However, pre-
liminary investigation shows that almost no candidates from this set can retain
its cryptographic properties once performing the RRA. It might because of the
large number of non-existent elements in the function. Therefore, this set of
candidates was discarded.

As a solution, we adopt the S-box proposed by Isa et al. (2014, 2015)
called as S-Box2. This S-Box2 is generated using trinomial power functions
over finite field F28 with the following function:

FS−Box2 = x29 + x89 + x164 (6)

which exhibits (108, 6, 4) for its (NL, DU, AD), respectively. This S-Box2 is
selected because its exhibits a non-optimal value for AD (i.e. AD = 4).

One way to fulfil the requirement specified for the initial S-box, at least
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three elements must be replaced with the same element from S-Box2 (i.e. re-
dundant entries), such that a non-permutation initial S-box is obtained. In this
example, we replaced the elements located at position 85, 115 and 165 in S-
Box2 with entry “0”. Now, the current cryptographic properties of the initial
S-box are changed to (1051, 8, 4) for its (NL, DU, AD), respectively.

3.3.2 Result

Table 1 and Table 2 shows the optimal results obtained from the initial S-box
for Opt-1 and Opt-2 construction, respectively. The entries in both tables rep-
resent the cryptographic properties of nonlinearity, differential uniformity and
algebraic degree of each result and the starting point, y1 used in the BWD al-
gorithm. We denote these entries as (NL, DU, AD, y1). Note that, as discussed
in Section 2, an S-box is considered as cryptographically strong if it satisfies
the following requirements: i) NL > 100, ii) 2 ≤ DU ≤ 6 and iii) AD ≥ 4.
There are a total of eight S-boxes (3 from Table 1 + 5 from Table 2) that meet
these requirements which are highlighted in the tables.

Direction
EAST SOUTH WEST NORTH NORTHEAST SOUTHEAST SOUTHWEST NORTHWEST

Distance
3 (102, 6, 7, 235) (102, 8, 7, 194) (104, 8, 7, 180) (102, 8, 7, 207) (104, 8, 7, 8) (102, 8, 7, 3) (102, 6, 7, 179) (104, 8, 7, 181)

4 (102, 8, 7, 172) (102, 8, 7, 184) (102, 8, 7, 61) (102, 8, 7, 175) (102, 8, 7, 10) (102, 8, 7, 1) (102, 8, 7, 242) (102, 6, 7, 94)

5 (102, 8, 7, 69) (100, 8, 7, 162) (100, 8, 7, 108) (100, 8, 7, 172) (102, 8, 7, 14) (102, 8, 7, 5) (102, 8, 7, 185) (102, 8, 7, 254)

6 (100, 8, 7, 25) (98, 8, 7, 155) (100, 8, 7, 234) (100, 8, 7, 103) (102, 8, 7, 22) (102, 8, 7, 65) (102, 8, 7, 248) (100, 8, 7, 253)

7 (98, 8, 7, 106) (98, 8, 7, 134) (100, 8, 7, 185) (100, 8, 7, 154) (100, 8, 7, 7) (100, 8, 7, 23) (100, 8, 7, 217) (100, 8, 7, 216)

8 (100, 8, 7, 73) (100, 8, 7, 98) (98, 8, 7, 202) (98, 8, 7, 137) (98, 8, 7, 27) (100, 8, 7, 132) (100, 8, 7, 163) (98, 8, 7, 250)

9 (94, 8, 7, 104) (98, 8, 7, 118) (94, 8, 6, 185) (98, 8, 7, 126) (98, 8, 7, 29) (98, 8, 7, 39) (98, 8, 7, 216) (96, 8, 7, 169)

10 (98, 8, 7, 72) (98, 10, 7, 114) (98, 10, 7, 201) (98, 8, 7, 126) (96, 8, 7, 110) (96, 8, 7, 1) (100, 10, 7, 145) (98, 8, 7, 237)

11 (98, 8, 7, 56) (98, 10, 7, 114) (98, 10, 7, 233) (98, 10, 7, 123) (98, 8, 7, 15) (94, 8, 7, 34) (96, 8, 7, 246) (98, 8, 7, 238)

12 (98, 8, 7, 56) (96, 10, 7, 114) (98, 10, 7, 201) (98, 10, 7, 123) (98, 10, 7, 13) (98, 8, 7, 35) (92, 8, 7, 226) (94, 8, 7, 206)

13 (98, 10, 7, 56) (98, 10, 7, 115) (98, 10, 7, 201) (98, 10, 7, 124) (98, 10, 7, 13) (96, 10, 7, 1) (98, 10, 7, 210) (96, 10, 7, 221)

14 (96, 10, 7, 24) (94, 10, 7, 116) (96, 10, 7, 233) (96, 10, 7, 125) (96, 10, 7, 16) (98, 10, 7, 3) (96, 10, 7, 243) (96, 10, 7, 239)

15 (96, 10, 7, 40) (94, 12, 7, 115) (96, 12, 7, 233) (98, 10, 7, 126) (96, 10, 7, 31) (94, 10, 7, 2) (96, 10, 7, 241) (92, 10, 7, 239)

16 (94, 10, 7, 24) (90, 12, 7, 114) (94, 12, 7, 233) (92, 10, 7, 127) (94, 10, 7, 16) (98, 10, 7, 1) (94, 10, 7, 241) (94, 12, 7, 256)

Table 1: Experiment Results of Opt-1 on Initial S-box

The S-box obtained at direction northwest and distance 4 in Table 1 is
represented in hexadecimal in Table 3. As stated in Table 1, this S-box exhibits
cryptographic properties of (102, 6, 7) for its (NL, DU, AD), respectively.

Table 4 represents the hexadecimal of optimal S-box generated using Opt-2
construction. This S-box is obtained from distance 3 and at direction southwest

1Some of non-permutation S-boxes gives an odd value of NL. (Mamadolimov et al., 2013)
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Direction
EAST SOUTH WEST NORTH NORTHEAST SOUTHEAST SOUTHWEST NORTHWEST

Distance
3 (102, 6, 7, 235) (104, 8, 7, 45) (102, 6, 7, 206) (102, 6, 7, 117) (104, 8, 7, 8) (104, 8, 7, 5) (104, 6, 7, 179) (104, 8, 7, 59)

4 (102, 8, 7, 23) (102, 8, 7, 58) (102, 8, 7, 55) (102, 8, 7, 51) (104, 8, 7, 133) (104, 8, 7, 25) (102, 8, 7, 50) (102, 6, 7, 132)

5 (100, 8, 7, 21) (102, 8, 7, 150) (100, 8, 7, 54) (100, 8, 7, 68) (102, 8, 7, 27) (102, 8, 7, 10) (102, 8, 7, 73) (102, 8, 7, 74)

6 (100, 8, 7, 25) (98, 8, 7, 82) (100, 8, 7, 119) (100, 8, 7, 87) (100, 8, 7, 10) (102, 8, 7, 139) (100, 8, 7, 84) (100, 8, 7, 94)

7 (100, 8, 7, 102) (98, 8, 7, 117) (100, 8, 7, 231) (100, 8, 7, 124) (100, 8, 7, 7) (100, 8, 7, 22) (100, 8, 7, 118) (100, 8, 7, 107)

8 (100, 8, 7, 121) (100, 8, 7, 98) (98, 8, 7, 106) (98, 8, 7, 103) (100, 8, 7, 121) (100, 8, 7, 132) (98, 8, 7, 119) (98, 8, 7, 154)

9 (94, 8, 7, 104) (98, 8, 7, 118) (96, 8, 6, 185) (98, 8, 7, 124) (98, 8, 7, 57) (98, 8, 7, 39) (98, 8, 7, 134) (96, 8, 7, 138)

10 (98, 8, 7, 72) (96, 8, 7, 116) (98, 10, 7, 137) (98, 8, 7, 124) (96, 8, 7, 32) (96, 8, 7, 7) (100, 10, 7, 145) (98, 8, 7, 170)

11 (98, 8, 7, 56) (98, 10, 7, 114) (96, 8, 7, 169) (98, 10, 7, 123) (98, 8, 7, 15) (96, 8, 7, 34) (98, 10, 7, 161) (98, 8, 7, 238)

12 (98, 10, 7, 40) (96, 10, 7, 114) (98, 10, 7, 201) (98, 10, 7, 123) (98, 10, 7, 12) (98, 8, 7, 35) (94, 8, 7, 226) (98, 10, 7, 222)

13 (98, 10, 7, 56) (98, 10, 7, 114) (98, 10, 7, 185) (96, 10, 7, 124) (98, 10, 7, 13) (98, 10, 7, 52) (98, 10, 7, 196) (96, 8, 7, 221)

14 (98, 10, 7, 24) (94, 10, 7, 116) (94, 10, 7, 201) (96, 10, 7, 125) (96, 10, 7, 16) (98, 10, 7, 3) (96, 10, 7, 210) (96, 10, 7, 224)

15 (96, 10, 7, 40) (94, 12, 7, 114) (96, 12, 7, 217) (98, 10, 7, 126) (96, 10, 7, 31) (94, 10, 7, 2) (96, 10, 7, 241) (92, 10, 7, 239)

16 (94, 10, 7, 24) (90, 12, 7, 114) (92, 12, 7, 233) (94, 10, 7, 127) (94, 10, 7, 16) (98, 10, 7, 1) (96, 10, 7, 241) (92, 12, 7, 256)

Table 2: Experiment Results of Opt-2 on Initial S-box

0 1 2 3 4 5 6 7 8 9 A B C D E F
0 00 01 17 6C 08 E9 35 CB 39 4A DD 98 4B E4 F1 D1
1 40 EB A5 E0 78 9B 9A 3C AA 76 14 F2 EF CD 0E 61
2 43 EC 32 1F 6A 12 BE 80 A6 9D 7B 7D 8E 81 8C 6F
3 E1 47 B5 57 73 5F 37 55 4C F5 5D 15 8F B4 10 36
4 28 89 2D DE 92 4E E5 D3 B8 54 74 B0 FF 1D 45 93
5 88 BA 24 50 1A C2 F8 BC B3 0D 58 3B A8 23 AE D9
6 2E 13 41 77 FD 19 67 91 D8 AB 5A B2 C5 6B BD 4D
7 6D 48 E8 72 C8 FA 42 EA 85 A1 9F FE C1 7C 05 F6
8 7A 71 3F CA 33 82 C7 29 0C 2C 63 69 C0 3A D4 79
9 7F 51 44 4F 90 27 06 FB 0B DC B9 07 E2 46 1B 65
A 59 A0 A4 09 B6 8D A7 96 5C E6 95 AF 0F AC 8A 75
B C9 EE 03 F9 9E F3 62 1C 18 20 04 AD B1 CC 49 B7
C 6E DA 3D D5 F7 2A 26 DB 97 25 60 86 52 34 A2 30
D 53 3E C3 A9 64 D0 D7 D6 C6 BB 38 D2 99 0A ED 87
E 5B E3 CE 21 02 66 1E F0 FC CF E7 8B 9C 2B BF 56
F 11 A3 68 84 DF F4 16 70 22 83 5E 31 7E 94 2F C4

Table 3: Optimal S-box using Opt-1 Construction
(refer Table 2). In term of its cryptographic properties, this S-box exhibits a
better value of NL (i.e. NL = 104) than the S-box in Table 3, while the value
for DU and AD are same for both result (i.e. DU = 6 and AD = 7).

The first column in Tables 3 and 4 denote the first four bits of the input
while the first row denote the remaining four bits of the 8-bit input to the S-
box. For instance, the input 4A gives the output of 74 in Table 3 (i.e. F(4A) =
74), and 3B in Table 4 (i.e. F(4A) = 3B). There are a total of 14 highlighted
elements in Table 3, and nine highlighted elements in Table 4 which represents
the changed elements of these two optimal S-boxes from the initial S-box, S-
Box2. While the bold elements at the same positions in Tables 3 and 4 are to
differentiate these two optimal S-boxes.
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0 1 2 3 4 5 6 7 8 9 A B C D E F
0 00 01 17 6C 08 E9 35 CB 39 4A DD 98 4B E4 F1 D1
1 40 EB A5 E0 78 9B 9A 3C AA 76 14 F2 EF CD 0E 61
2 43 EC 32 1F 6A 12 BE 80 A6 9D 7B 8E B4 81 8C 6F
3 E1 47 B5 57 73 5F 37 55 4C F5 5D 74 7D 1D 10 36
4 28 89 2D DE 92 4E E5 D3 B8 54 3B 15 8F FF 45 93
5 88 BA 24 50 B6 C2 F8 BC B3 0D 58 A8 B0 23 AE D9
6 2E 13 41 77 FD 19 67 91 D8 AB 5A B2 C5 6B BD 4D
7 6D 48 E8 72 C8 FA 42 EA 85 A1 9F FE C1 7C 05 F6
8 7A 71 3F CA 33 82 C7 29 0C 2C 63 69 C0 3A D4 79
9 7F 51 44 90 1A 27 06 FB 0B DC B9 07 E2 46 1B 65
A 59 A0 03 4F 09 8D A7 96 5C E6 95 AF 0F AC 8A 75
B C9 EE F9 A4 9E F3 62 1C 18 20 04 AD B1 CC 49 B7
C 6E DA 3D D5 F7 2A 26 DB 97 25 60 86 52 34 A2 30
D 53 3E C3 A9 64 D0 D7 D6 C6 BB 38 D2 99 0A ED 87
E 5B E3 CE 21 02 66 1E F0 FC CF E7 8B 9C 2B BF 56
F 11 A3 68 84 DF F4 16 70 22 83 5E 31 7E 94 2F C4

Table 4: Optimal S-box using Opt-2 Construction
In general, the S-box construction using Opt-2 technique produced more

cryptographically strong S-boxes than the construction using Opt-1 technique.
This can be verified by the number of optimal generated S-boxes in Table 2
is higher than the number of optimal generated S-boxes in Table 1. However,
independently, there are a total of 24 results from Table 1 compared to only
22 results from Table 2 which exhibits NL > 100. For DU, Table 2 produced
five results that fulfil pre-condition requirements of 2 ≤ DU ≤ 6 compared to
three results from Table 1. The number of AD that reaches optimal value (i.e.
AD = 7) are same in both construction options.

3.4 Discussion

By adopting and combining the Redundancy Removal Algorithm (Isa et al.,
2013) and Bee Waggle Dance algorithm (Isa et al., 2016), we manage to obtain
cryptographically strong S-boxes that compare well with the original proposed
constructions. Table 5 summarised the main cryptographic properties (i.e. NL,
DU, and AD) exhibited by each proposed S-box construction involved in this
study which are Mamadolimov et al. (2013), Isa et al. (2013), Isa et al. (2016)
and our result.

In summary, the S-box generated using BWD algorithm (Isa et al., 2016)
is ranked first since it exhibits NL = 108, DU = 6 and AD = 7. As described

International Journal of Cryptology Research 11



Herman Isa, Norziana Jamil & Muhammad Reza Z’aba

Construction NL DU AD Technique
Isa et al. (2016) 108 6 7 Bee Waggle Dance Algorithm
Isa et al. (2013) 104 6 7 Redundancy Removal Algorithm*

This paper Opt-2: RRA (BWD (Initial S-box))
102 6 7 Opt-1: BWD (RRA (Initial S-box))

Mamadolimov et al. (2013) 102 8 7 Redundancy Removal Algorithm
*This technique is not utilised in the said paper. See discussion below.

Table 5: Comparison Result
in Section 3.2 above, the final S-box was generated after performing eight
different dance directions, 14 distinct dance distances and at least a loop on
the initial S-box that was generated from trinomial power function.

Our Opt-2 S-box construction and Isa et al. (2013)’s proposed construction
are ranked second. At this rank, the proposed S-box exhibits (104, 6, 7) for its
(NL, DU, AD), respectively. In brief, Isa et al. (2013) took a non-permutation
power function with highest NL (i.e. NL = 112) and lowest DU (i.e. DU = 2)
as a base-function and add it with another power function over F28 to generate
an initial S-box. If the initial S-box is found not bijective, then RRA is applied.
Otherwise, at least any two elements in initial S-box were swapped to generate
the final S-box. For our Opt-2 construction, we adopt the S-box generated in
Isa et al. (2014, 2015) with slight modification which lastly exhibits (105, 8,
4) for its (NL, DU, AD) as an initial S-box. Then this initial S-box performs
the BWD algorithm on its distance and direction parameters, then followed by
the RRA on the generated S-box to obtain the final cryptographically strong
S-box.

Our Opt-1 S-box construction is ranked third. Using the same initial S-
box generated in Opt-2 construction, we first perform the S-box optimisation
through the RRA and followed by BWD algorithm to obtain the final bijec-
tive S-box with cryptographic properties of (102, 6, 7) for its (NL, DU, AD),
respectively.

The proposed S-box by Mamadolimov et al. (2013) is ranked last. This
proposal was the first introducing the RRA in the construction of an S-box.
However, since the value of their DU = 8, thus make the S-box fail to fulfil one
of the pre-condition required to be considered as cryptographically strong (i.e.
2 ≤ DU ≤ 6).

12 International Journal of Cryptology Research



Hybrid Heuristic Methods in Constructing Cryptographically Strong S-boxes

Our best result produced so far, however, fail to outperform the original
proposal of Isa et al. (2016). We only manage to obtain the same result as
the proposed construction by Isa et al. (2013) using Opt-2 construction. The
key factor of our result might due to the selection of initial S-box with lower
NL (instead of NL = 112 as used in Isa et al. (2016)). Besides that, we no-
tice that the exemplary construction in Isa et al. (2013) was not invoking the
RRA. This is because, after an intermediate processing stage, their initial S-
box is already bijective. Thus, their final S-box was generated from swapping
the elements in the initial S-box. Nevertheless, as an alternative, our proposed
method manage to produce several cryptographically strong S-boxes that ful-
fils our pre-condition requirements as discussed in Section 2.

Note that although our S-box with an NL value of 102 and 104 is lower
than the best known value of 112, it does not necessarily mean that it is weak.
Other prominent block ciphers such as Skipjack (National Institute of Stan-
dards and Technology, 1998) and CLEFIA (Shirai et al., 2007) use S-boxes
with NL = 100. These ciphers were designed by a team of cryptographers
from the United States National Security Agency (NSA) and Sony Corpora-
tion, respectively.

4 CONCLUSION

In this paper, we manage to combine two different algorithms proposed by Isa
et al. (2013) and Isa et al. (2016) named as Redundancy Removal Algorithm
and Bee Waggle Dance algorithm, respectively to construct an S-box. We con-
ducted two options of construction. First option, we performed RRA first and
followed by BWD algorithm on the initial S-box. While for the second option,
we first utilised BWD algorithm on the initial S-box, then finalised the optimi-
sation using RRA. With the right selection of initial S-box, this combination
managed to produce several cryptographically strong S-boxes that fulfils our
pre-condition requirements of i) NL > 100, ii) 2 ≤ DU ≤ 6 and iii) AD ≥ 4.
Our experiments show that the second option, Opt-2 produced more crypto-
graphically strong S-boxes.
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