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ABSTRACT 

Key distribution problem has been solve by the emergence of asymmetric 
cryptography. Without exchanging private key, two parties are able to communicate 
securely via insecure channel. As a tradeoff, the efficiency of asymmetric 
cryptosystems are much slower since the size of the numbers implemented are large in 
order to provide a good level of security. Since that, efficiency enhancement become 
one of the most conducted research in cryptography. We proposed a technique that we 
named as CFEA-technique which aims to reduce the number of plaintext and 
ciphertext to be encrypted and decrypted by asymmetric cryptosystems. By applying 

this technique, we the number of plaintext can be reduced from  plaintext, where 

 and , to only 2 plaintext. Hence, instead of encrypting  plaintext, now 

we need to encrypt only 2 compressed plaintext. Since the number of plaintext to be 
encrypted have been reduce, the number of ciphertext to be decrypted also become 
lesser. Unfortunately, even though the number of plaintext have been reduced to only 
2 plaintext, the size of these compressed plaintext are become larger for large . This 

problem will minimize the efficiency enhancement in encryption and decryption 
procedures. In this paper, we embed a method into the CFEA-technique in order to 
produce a new pair of plaintext with smaller sizes. 

 
Keywords: RSA cryptosystem, compression, continued fraction, Euclidean algorithm. 
 

1. INTRODUCTION 

Internet is the main platform for communication across the globe and 

it has indirectly changed how we live every day. The ways we socialize, 
play, do our shopping and study have been changed by the emergence of the 

Internet. Almost everybody in this world is connected to the Internet via 

various mediums and devices such as smart phones, tablets, netbooks, 

notebooks, desktops and so on. As an open communication medium, the 
Internet is faced with some security problems such as confidentiality, 

integrity, repudiation and authentication (Farouzan, 2008). Therefore, the 

network security has become crucial and essential. Basically, network 



Arif Mandangan, Loh Chai Mei, Chang Ee Hung & Che Haziqah Che Hussin 

 

2   International Journal of Cryptology Research 

security is a set of protocols that is able to minimize security attacks in order 

to allow us to use the Internet comfortably. The most common tool to 
provide network security is cryptography. Cryptography is a study about 

secret writing in order to provide confidentiality of which an important 

essence to a secured network. In cryptography, an original message is called 
plaintext. The transformed plaintext is called ciphertext. The transformation 

procedure is called encryption and a key is needed in this procedure. 

Decryption is the inverse of encryption and this procedure also needs a key. 
In symmetric cryptosystem, a common key will be shared by Alice (message 

sender) and Bob (message recipient) and used in encryption-decryption 

procedures. On the contrary, two different keys are used by Alice and Bob to 

communicate using asymmetric cryptosystem (Hoffstein, et.al., 2008).  
 

  Due to practicality, asymmetric cryptosystem is currently the most 

preferred cryptosystem. To cope with today’s needs, we are in dire need not 
only for a secured cryptosystem but also a system which is efficient enough 

to be embedded into small gadget. This explains why there are rigorous 

research in cryptography to enhance the efficiency of asymmetric 
cryptosystem. In (Chang and Mandangan, 2013), we introduced a technique 

which is able to reduce the number of plaintext from any numbers to only 

two plaintext. This technique is known as Compression-RSA since our first 

try on this technique was by embedding it into RSA cryptosystem (Rivest, et. 
al., 1978).  

 

  After further research on this technique, it is found that this 
technique can be easily embedded into any asymmetric cryptosystem without 

major alteration on its key generation, encryption and decryption algorithms. 

Consequently, we renamed it as the CFEA-technique (Continued Fraction-

Euclidean Algorithm). Instead of encrypting large numbers of plaintext, an 
asymmetric cryptosystem only needs to encrypt two plaintext to produce two 

ciphertext by applying this technique. By decrypting these ciphertext and 

then applying the inverse of CFEA-technique, we will get the actual and 
original plaintext without any alteration. In (Mandangan, et. al., 2014), we 

observed that the number of original plaintext has a linear relationship with 

the sizes of each compressed plaintext. As the number of original plaintext 

increases, the sizes of the compressed plaintext  and  will also increase 

linearly.  

 

  In this paper, we did some modifications on CFEA-technique so that 
the compressed plaintext have smaller size compared to the compressed 

plaintext of those produced by the early designed CFEA-technique. Before 

further discussion, we firstly introduced the CFEA-technique. Then, we 
showed the modification done to the technique and finally we presented 
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some examples to compare the size of plaintext produced by the old 

modified version of CFEA-technique.   

 

2. THE CFEA-TECHNIQUE 

 
Let the set of original plaintext as  where 

and . By using the CFEA-technique, these  plaintext can be 

compressed to only 2 plaintext, denoted as . No matter how big the 

value  is, the plaintext will be reduced to only 2 plaintext  and . The 

CFEA-technique is basically designed by combining two methods namely 

Continued Fraction and Euclidean Algorithm. CFEA is the acronym of these 
methods (Continued Fraction and Euclidean Algorithm). 

 

The algorithm of CFEA-technique (Chang and Mandangan, 2013): 
i. Compression procedure 

Step 1: Let the set of original  plaintext as  

 

 
 

 Step 2: By using Continued Fraction method, compute the new 

plaintext  and as follows 
 

 

ii. Decompression procedure 
By using Euclidean algorithm, compute the following 

 

     

     

     

 

     

     
     

where  are the compressed plaintext,  is quotient and  is 

remainder for . From this step, we have 

 
 

which is the set of original plaintext. 
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The implementation CFEA-technique in RSA cryptosystem is shown 
in the Figure 1.  

 

 
 

Figure 1. Implementation of CFEA-technique in RSA cryptosystem 

 
Example 1: Let  be the plaintext, public key set is 

 and the decryption key is . 

 

Set the plaintext . 

Compress the 9-plaintext  to produce only 2 new plaintext 

 and  as follows: 

 

 

 

Encrypt the plaintext  and  as follows: 
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To recover the original plaintext, firstly we need to decrypt the ciphertext 

 and  as follows: 

 

 

 
 

By using decompression procedure of the CFEA-technique, we recover the 
original 9-plaintext as follows: 

 

     ,  

     ,  

     ,  

     ,  

     ,  

     ,  

     ,  

     ,  

     ,  
 

Now we have set of quotients  is 

exactly same with the set of the original plaintext . 

 

3. MODIFICATION ON THE CFEA-TECHNIQUE 
 

Let the original plaintext as . We set 

. Then, for all  we compute 

 

                                            
 

Now we have a new set of plaintext  where each of 

this plaintext is smaller than its corresponding original plaintext except the 

first plaintext where . That is, we have 

 

 
 

for all . This reduction leads to the production of smaller size of 

the compressed plaintext  and . To recover the original plaintext, 

compute 
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for all . 

Example 2: Suppose we have 9 plaintext . Then, 
by applying equation (1), we have 

 

 

 

 

 

 

 

 

 

 
 

  Now, we have a new set of plaintext 

. To recover the original plaintext , we 

apply equation (2) as follows 

 
 

 

 

 

 

 

 

 

 
 

These calculations only involve simple addition and subtraction 
operations which can be done in short time. For further discussion, we 

generate 10 sets of plaintext  numbered 1 to 10 

where each  and  as shown in Table 1: 

  



CFEA-Technique: Smaller Size of the Compressed Plaintext  

  

International Journal of Cryptology Research  7 

No. 
Plaintext Set 

 

Compressed 

Plaintext  

Number 

of bits 

  

1 18, 18, 16, 15, 4, 4, 17, 7, 13, 21  36 32 

2 5, 17, 23, 3, 10, 24, 10, 12, 21, 12  36 34 

3 8, 18, 20, 22, 24, 26, 12, 6, 8, 9  38 35 

4 13, 15, 6, 14, 14, 10, 4, 1, 6, 8  30 26 

5 11, 25, 12, 12, 12, 1, 14, 9, 25, 12  35 31 

6 2, 14, 16, 9, 18, 26, 3, 12, 17, 12  34 33 

7 21, 24, 3, 13, 10, 13, 19, 13, 9, 10  36 32 

8 11, 26, 1, 8, 6, 1, 13, 14, 26, 22  31 28 

9 16, 11, 26, 1, 18, 23, 5, 20, 7, 20  35 31 

10 19, 12, 9, 4, 19, 5, 26, 3, 13, 20  35 30 

 

Table 1: Sets of original plaintext 
 

Furthermore, we reduce the size of each plaintext sets by using the 
formula given in equation (1) and get 10 corresponding sets of reduced 

plaintext  as shown in Table 2: 

 

No. 
Reduced Plaintext Set 

 

Compressed 

Plaintext  

Number of bits 

  

1 18, 0, -2, -1, -11, 0, 13, -10, 6, 8  13 9 

2 5,12,6,-20,7,14,-14,2,9,-9  31 29 

3 8,10,2,2,2,2,-14,-6,2,1  20 17 

4 13,2,-9,8,0,-4,-6,-3,5,2  18 14 

5 11,14,-13,0,0,-11,13,-5,16,-13  29 25 

6 2,12,2,-7,9,8,-23,9,5,-5  27 26 
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7 21,3,-21,10,-3,3,6,-6,-4,1  24 20 

8 11,15,-25,7,-2,-5,12,1,12,-4  28 25 

9 16,-5,-15,-25,17,5,-18,15,-13,13  37 33 

10 19,-7,-3,-5,15,-14,21,-23,10,7  34 30 

 

Table 2: Sets of reduced plaintext 
 

For comparison purpose, consider the following graph: 
 

 
 

Figure 2: Comparison of compressed plaintext between sets of 

original and reduced plaintext 
 

 We can observe that the size of compressed plaintext of the reduced 
plaintext sets are smaller than the size of compressed plaintext of the original 

plaintext sets. This is because we implement the proposed formula in 

equation (1). We expect that encrypting  and  will be faster than 

encrypting  and  due to their smaller size. 

 

4. CONCLUSION AND DISCUSSION 
 

Some modifications on the CFEA-technique were done in this paper. 

We reduced the size of the compressed plaintext  and  to smaller size 

in order to enhance the performance of encryption and decryption 
procedures. Some experiments could be done in further research to find the 

actual percentage of the size reduction of the compressed plaintext especially 
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when we deal with large numbers of original plaintext. Also, we did several 

attempts to embed the modified CFEA-technique into other asymmetric 
cryptosystems such as ElGamal and Elliptic Curve Cryptography.  
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