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ABSTRACT

Doing arithmetic in finite field is the key part to the implementation of
communication and coding system including the newly developed Rijndael the
Advanced Encryption Standard (AES). This encryption standard uses KeyExpansion,
ByteSub, Mixcolumn and Shiftrow functions which consists of XOR, inverse,
multiplying and swap modules. Among them, inverse and multiplier are the most
complex modules with longer delay. These modules are included in the Mixcolumn
function. From the proposal of AES, the Mixcolumn function was suggested to solve
the problem of delay by using look-up tables. This function can be integrated into a
bigger table to replace the calculations of inverse and multiply operations, if it
provides enough memory. In fact, too many tables are needed for various irreducible
polynomials that this system is not flexible and expandable. The area for lookup tables
becomes huge when multiple round units are implemented. This research proposes the
use of cyclic shift and bit wise XOR operation as new approach to replace the lookup
table. The principle benefit of using this new approach over the transform from
Rijndael block cipher is speed. This new approach has shown the excellent result,
which faster then Rijndael. The new approach algorithm speed increment has
consistently increased in between 18% to 22% microsecond for encryption and 30% to
34% for decryption compared to Rijndael algorithm depending upon the key length.

Index Terms — AES, speed, cyclic shift, exclusive OR, mixcolumn transformation,
table lookup

INTRODUCTION

Rijndael is a block cipher designed by Joan Daemen and Vincent
Rijmen. According to Nechvatal et al., (2000), Rijndael’s combination of
security, performance, efficiency, implementability and flexibility makes it
an appropriate selection for the AES for use in the technology of today and
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in the future. There are many further analyses and improvements have been
done on Rijndael (Daemen et al.,1999) (Federal Information Processing
Standards Publication (FIPS) 197, 2001). McLoone et al., (2001) proposed a
Field Programmable Gate Arrays (FPGAs) Rijndael encryption design which
utilizes look-up tables to implement the entire Rijndael Round function. Jing
et al. (2001) proposed a new algorithm for computing inverse in GF (2) on
the standard basis. They proposed a set of multiplier and inverse in GF (2™)
to increase the computing speed. Sklavos et al. (2002) proposed an
alternative architectures and VLSI implementation designs. These designs
operate for both encryption and decryption process in the same device.
Xinmiao et al. (2002) addresses various approaches for efficient hardware
implementation of the AES algorithm.

In the computational operation in AES, several steps have to use
inverse and multiplication functions. These modules are included in the
Mixcolumn function. Inverse and multiplier are the most complex modules
with longer delay. Mixcolumn transformation is suggested to use look-up
tables to solve the problem of delay. That function can be integrated into a
bigger table to replace the calculations of inverse and multiply operations, if
it provides enough memory. In fact, too many tables are needed for various
irreducible polynomials so that this system is not flexible and expandable
(Jing et al., 2001). According to Xinmiao et al. (2002), the area for lookup
tables becomes huge when multiple round units are implemented. In this
research we proposed the use of cyclic shift and XOR operation to replace
the use of look-up tables. This approach is used to speed up Mixcolumn
transformation.

The remainder of this paper is organized as follows: Section 2
reviews Rijndael Mixcolumn transformation. Section 3 introduces the new
approach formula where cyclic shift and bit wise XOR operation had been
used to replace the lookup table operation and the project methodology.
Section 4 compares the results which using current and new approach
algorithm
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RIJNDAEL MIXCOLUMN TRANSFORMATION

The MixColumns() transformation operates on the State column-by-
column, treating each column as a four-term polynomial . The columns are
considered as polynomials over GF (2% and multiplied modulo x* + 1 with a
fixed polynomial a (x), given by

a(x)={03}x" +{01}x* +{01}x +{02}.
This can be written as a matrix multiplication. Let

s'(x)=a(x)®s(x):

s('),c 02 03 01 O1}s,,
si . 01 02 03 01} s,
D= ’ for 0<c< Nb.
S 01 01 02 03]fs,,
83 03 01 01 02]| s,

InvMixcolumns () transformation

InvMixColumns() is the inverse of the MixColumns() transformation.
InvMixColumns() operates on the State column-by-column, treating each
column as a four term polynomial. The columns are considered as
polynomials over GF (2°) and multiplied modulo x* + 1 with a fixed
polynomial a”' (x), given by

a'(x)={0b}x’ +{0d}x* +{09}x +{Oe}.
This can be written as a matrix multiplication. Let

s'(X)=a"'(x)®s(x):

s('),c Oe 0b 0d 09]|s,.
5, 09 0e 0b 0d]| s,
S= © | for 0<c< Nb.
U 0d 09 0Oe O0b|s,,
83 0b 0d 09 Oe || s,
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PROJECT METHODOLOGY

The coefficients of Mixcolumn transformation are limited to '01','02'
and '03' and '0E','0D','0OB' and '09' for the inverse, which this multiplication
implemented using lookup table. In this research, the cyclic shift and bit wise
XOR operation have been used as new approach to replace the lookup table
operation.

Cyclic Shift and Bit wise Exclusive OR (XOR)

Let x be a block of n bits. A cyclic shift to the left by m bits is performed by
taking the first m bits from the left side of the block and attaching them to
the right side. Accordingly, a cyclic shift to the right by m bits is performed
by taking the first m bits from the right side and attaching them to the left
side.

Table 1 shows the multiplication of '03' and it is followed by Table 2 which
shows that by using cyclic shift operation, then XOR by the number itself, it
will produce the same result as Table 1.

TABLE 1: Finite Field multiplication of '03' in binary and hexadecimal

D | H | Binary (A) (0C3) Y=AxC Hex
1 1 00000001 11 00000011 03
2 2 00000010 11 00000110 06
3 3 00000011 11 00000101 05
4 | 4 00000100 11 00001100 0C
5 5 00000101 11 00001111 OF
6 6 00000110 11 00001010 0A
7 7 00000111 11 00001001 09
8 8 00001000 11 00011000 18
9 9 00001001 11 00011011 1B
10 | A | 00001010 11 00011110 1E
11 | B | 00001011 11 00011101 1D
12 | C | 00001100 11 00010100 14
13 | D | 00001101 11 00010111 17
14 | E | 00001110 11 00010010 12
15 | F | 00001111 11 00010001 11
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TABLE 2: New approach for '03'

D |H B‘(‘X‘)ry W=A<<l | D | Z=W®A | H
1 | 1 | 00000001 | 00000010 2 | 00000011 | 03
2 | 2 | 00000010 | 00000100 4 | 00000110 | 06
3 | 3 | 00000011 | 00000110 6 | 00000101 | 05
4 | 4 | 00000100 | 00001000 8 | 00001100 | 0C
5 | 5 | 00000101 | 00001010 | 10 | 00001111 | OF
6 | 6 | 00000110 | 00001100 | 12 | 00001010 | OA
7 | 7 | 00000111 | 00001110 | 14 | 00001001 | 09
8 | 8 | 00001000 | 00010000 | 16 | 00011000 | 18
9 | 9 | 00001001 | 00010010 | 18 | 00011011 | IB
10 | A | 00001010 | 00010100 | 20 | 00011110 | IE
11 | B | 00001011 | 00010110 | 22 | 00011101 | 1D
12 | C | 00001100 | 00011000 | 24 | 00010100 | 14
13 | D | 00001101 | 00011010 | 26 | 00010111 | 17
14 | E | 00001110 | 00011100 | 28 | 00010010 | 12
15| F | 00001111 | 00011110 | 30 | 00010001 | 11

So that for '0E','0D’,'OB' and '09' finite field multiplication:

'OE' = (((A<<1) XOR A) <<1) XOR A) << 1
'0D' = ((A<<1) XOR A) <<2) XOR A

'0B' = (A<<1) XOR A) XOR (A<<3)
'09"=((A << 3) XOR A)

It was found that in new approach technique, GF (2% multiplications, which
is the best method that can be implemented by table look-up has been
replaced by cyclic shift and XOR operation.

RESULTS COMPARISON

The following tables will show the ciphering results. The results are
divided into two types of plaintext; simple and long plaintext. However in
this paper, certain results only have been shown. The following figures show
the result in graphical forms based on key and block length.
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Figure 1: Half Paragraph of plaintext using 128 bit key length and 128,192 and 256 bits
block length during encryption
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Figure 2: Half Paragraph of plaintext using 128 bit key length and 128,192 and 256 bits block
length during decryption
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One page of plaintexts

Following figure shows the results of one page plaintext as input during the
encryption process.
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Figure 3: One Paragraph of plaintext using 128 bit key length and 128,192 and 256 bits block
length during encryption
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Figure 4: One Paragraph of plaintext using 128 bit key length and 128,192 and 256 bits block
length during decryption
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CONCLUSION

As a conclusion, this research work has achieved its objective.
According to result, it was found that this new approach has shown the
excellent results. It is faster than Rijndael .The new approach algorithm
speed increment has consistency increased in between 18% to 22%
microsecond for encryption and 30% to 34 % for decryption compared to
Rijndael algorithm.
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