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ABSTRACT

In this paper we study characteristics of the beta-transformation and its suitability as a
candidate for implementation as a symmetric cryptosystem. For f>1the beta-

transformation is given by f,(x)=fx(mod1) andxe[0,1]. It is well known that its
Lyapunov exponent is A =log § . Since A >0, it ensures that the beta-transformation is

a non-linear chaotic system. Finally, we will also attempt to build a discrete version of
the beta-transformation.

INTRODUCTION

Chaotic dynamical systems dissipate information due to orbital
instability with positive Lyapunov exponents and ergodicity. If these
properties are appropriately utilized, chaotic cryptosystems are supposed to
realize high security. Chaos theory deals with dynamical systems with loss of
information along the orbits. Such chaotic properties as ergodicity and
sensitive dependence on initial conditions and on system parameters, are
quite advantageous to construct secure communication schemes. The idea of
using chaos for data encryption can be traced to a paper by Shannon.
Shannon suggested of using measure preserving transformations which
depend on their arguments in a ‘sensitive’ way.

It is widely accepted that chaotic dynamical systems have good
diffusion properties (spreading out the influence of a single plaintext digit
over many ciphertext digits so as to hide the statistical property of the
plaintext.) and Confusion properties (use of transformations which
complicate dependence of the statistics of ciphertext on the statistics of
plaintext.)
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BACKGROUND-CHAOTIC PROPERTY

A non-linear system is chaotic if it has a positive Lyapunov exponent.
That is,

Ax(x,,t
A= lim 1lnm

(—e |Ax0|

A% >0
Graphically,

Ax(X,.t)
XU +Ax0
XU

Let us consider a one dimensional dynamical system f:/—1 . When
A>0,
Ve>0,3n,n,,Ixel, Vne[nl,nz],Vzl,zzeUn]

ny >ny

exp{(/i—g)nHzl _Z2| <‘fn (z)- 1" (Zz)‘ <exp{(/1+€)n}|zl _Z2|

This means that the initial distance |z1 - z2|between 2 arbitrary points z,,2,

(which are elements of the neighborhood U, ,, of point x) after n iterations

’ny

will increase at least exp{(A—&)n} times.
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THE BETA-TRANSFORMATION

The one-dimensional beta-transformation is given by

1
Prif 0<x<—
B

fs(x)=1 Px—k if %sKﬂ

.: -1
v —(B-1) if F—<x<1
pe—(8-1) 5 <X

or simply f, (x) = Br(mod1) for B>1.

The Lyapunov exponent is given by A =1og > 0. It is also known

that the beta-transformation is ergodic. Hence, the beta-transformation is a
‘good’ candidate for chaos based cryptography.

However, the beta-transformation is defined on a continuum
(i.e.[0,1]). Real-time application (such as on the computer) is discrete and
finite in nature. Hence, we would have to ‘discretize’ the beta-
transformation.

However, setbacks while discretizing the beta-transformation be
observed from the following definition:

Definition 1

Let X be a finite (generally large) set and F' be a map of X onto itself. The
sequence defined by

x,,=F(x),n=012,..., x,€X

is called a discrete iteration.

Discrete iterations either end at fixed points or in cycles of certain
length. Thus, for our system we will not depend on the number of cycles as
our key security feature while building this SYMMETRIC encryption
system.
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THE DISCRETE BETA-TRANSFORMATION

The discrete beta-transformation will be defined by:

BX BX<N
Y=F,(X)=BX(modN)={ 0  BX=N
BX-N BX>N

The k- th iterationis  F, (X)=F, (sz_l (X))

It is invertible when N and B are co-prime.

THE INVERSE
Y+N Y4N _,
B B
X=F"'¥)={ 0 Y=0
Y Y+N_,
B B

THE SYMMETRIC CRYPTOSYSTEM
We will proceed in building this symmetric system by defining the keys
involved:
- The pair (B,N)
- The set {k ; }17:1 which should be used in an orderly manner as the

number of iteration of the transformation. It could be either a
collection of pseudo-random numbers or not, as long as it remains
secret.
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SENSITIVE DEPENDENCE ON PLAINTEXT

We will now investigate the sensitivity of our discrete beta-transformation on
two adjacent initial conditions (i.e. the plaintext).

Let n, be the number of iterations either for F B(X ) <N to eventually

become Fé‘ (XO) > N or vice-versa.

Lemma 1

If BX, < N after the k;-th iteration where k; is given by

k1= log i 1
X, /logB

(i.e. the ceiling function) we will have Fé“ (X O) >N.

Lemma 2

If BX, > N after the k,-th iteration where k; is given by

N 1
kz{log(N—xo(B—l)JlogBJ

(i.e. the floor function) we will have Fé‘z (X O) <N.

Suppose X, = X, +1 (i.e. distance of unity).
Case 1

Let F, (X,)<N and F, (X,)<N
After (my-1) iterations, F," (X,)> N
After (m,-1) iterations, F;”(X,)>N

Let n,=min{m;-1,m,-1}. After n, iterations distance of unity becomes B "
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Case 2

Let F,(X,)>N and F, (X,)>N
After (my-1) iterations, F;" (X,)<N
After (m2-1) iterations, F,” (X,)<N

Let n,=min{m;-1,m,-1}. After n,iterations distance of unity becomes B "
Case 3

Let F, (X,)<N and F, (X,)>N.
After (my-1) iterations F," (X,)> N
After (m2-1) iterations, F,;” (X,)<N

Let n,=min{m;-1,m,-1}. After n, iterations distance of unity becomes

m—1

B" —Z(;B’N.

For all possible cases, any adjacent plaintexts diverge the
corresponding ciphertexts from each other exponentially. This will ensure
independent behavior of 2 ciphertexts from 2 close plaintexts.

Coupled with the fact that we use the set {k ; }M 1 (i.e. iteration value)
Co=

2 close plaintext will in fact diverge from each other independently. In fact
even if we were to encrypt the same plaintext again the possibility the result
would be the same will be s/M where s is the number of times a particular

k ; emerges.

SENSITIVE DEPENDENCE ON KEYS
Case 1

Let B,=B +1, N,=N,+1,F , (X,)<N, and F , (X,)<N,.

i=1 \ !

Then, |Fj (X,)-F; (XO)‘z‘(Zk:(]fJBf"JXO :
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Case 2
Let B,=B +1, N,=N, +1, FB’(XO)>N2 and N, =N, +1.

Then,

. ) LR L (v k-1 ]_
‘FBZ(XO)_FB](XO)‘: ; B "X, |-| N " B, +2.B
i=1 u=0\ u=0 j=1

Case 3

Let B,=B +1, N,=N,+1, F , (X,)>N, and F , (X,)>N,.

k-1
Then, |y, (X,)—Fy, (XO)\z‘(le +1)ZB;‘.
i=0
For all possible cases, any adjacent keys will diverge the corresponding

ciphertexts from each other exponentially. This will ensure independent
behavior of 2 ciphertexts from 2 close keys.

SYMMETRIC BLOCK CIPHERS

o010 ] [Coottor | [oott1 |

I T

Xo,1 Xo2 Xo3 Xo,
Integer value of Integer value of Integer value of Integer value
the first block the 2nd block the 3rd block of the j-th

block

T This block

is iterated

This block This block This block k; times
18 lt.erdted is iterated is iterated
Ky times k, times k; times
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STRENGTH-BRUTE FORCE ATTACK

Definition 2

A cryptosystem is € - secure against brute-force attacks when, for almost all
pairs of initial conditions x;) and x, such that ‘xo - xo‘ =g, the

corresponding orbits get apart from each other by 0.9x10* after k-iterations
needed to encrypt/decrypt the message.

Therefore, if €=11is the distance between 2 adjacent keys, the maximal
security is attained after an initial transient7 >7;, when the distance

‘xT - X, ‘ > ¢ is of the order 10™.
0 0

ATy

An estimation of Ty comes from B" = (l)B , which gives T =%

Say the eavesdropper tries a pair of key (B*, N*) such that IB-B*|=1 and
IN-N*=1. Lete = 0.

One will have either z— Y* > Y* >0 or
B B'| BB
Y+N Y+N'|_Y+NB —BN’ Y Y+N|_Y-N'B
— —| 2 ° >0 —— — > —>0 or
B B | BB B | BB
Y+ :
N Y* 2Y+1\ZB 0.
B B BB

STRENGTH-KNOWN CIPHERTEXT ATTACK

Eavesdropper has Y, tries to get B&N from r+n

€ Z . Infinitely many

possibilities.

Eavesdropper has Y, tries to get B&N from r+n

¢ Z . Infinitely many

possibilities.
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STRENGTH-KNOWN PLAINTEXT ATTACK
Eavesdropper has X, and Y =F; (X,) tries to get B&N. Since no

information on the values of F;'(X,),F;>(X,),... , this type of attack is
infeasible.

@ [Fow ]| [Fow Jo o o \
- N

Has this || Must have these to start known | | Not available
plaintext attack
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